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QUESTION 1

Which of the following statements are NOT requirements of governance and enterprise risk management in a cloud
environment?

A. Inspect and account for risks inherited from other members of the cloud supply chain and take active measures to
mitigate and contain risks through operational resiliency.

B. Respect the interdependency of the risks inherent in the cloud supply chain and communicate the corporate risk
posture and readiness to consumers and dependent parties.

C. Negotiate long-term contracts with companies who use well-vetted software application to avoid the transient nature
of the cloud environment.

D. Provide transparency to stakeholders and shareholders demonstrating fiscal solvency and organizational
transparency.

E. Both B and C.

Correct Answer: C

QUESTION 2

Use elastic servers when possible and move workloads to new instances.
A. False

B. True

Correct Answer: B

QUESTION 3

What is true of searching data across cloud environments?

A. You might not have the ability or administrative rights to search or access all hosted data.

B. The cloud provider must conduct the search with the full administrative controls.

C. All cloud-hosted email accounts are easily searchable.

D. Search and discovery time is always factored into a contract between the consumer and provider.
E. You can easily search across your environment using any E-Discovery tool.

Correct Answer: A

QUESTION 4
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ENISA: A reason for risk concerns of a cloud provider being acquired is:
A. Arbitrary contract termination by acquiring company

B. Resource isolation may fail

C. Provider may change physical location

D. Mass layoffs may occur

E. Non-binding agreements put at risk

Correct Answer: E

QUESTION 5

REST APIs are the standard for web-based services because they run over HTTPS and work well across diverse
environments.

A. False
B. True

Correct Answer: B
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