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QUESTION 1

Data labels could include all the following, except: 

A. Distribution limitations 

B. Multifactor authentication 

C. Confidentiality level 

D. Access restrictions 

Correct Answer: B 

All the others might be included in data labels, but multifactor authentication is a procedure used for access control, not
a label. 

 

QUESTION 2

Which of the following threat types involves the sending of untrusted data to a user\\'s browser to be executed with their
own credentials and access? 

A. Missing function level access control 

B. Cross-site scripting 

C. Cross-site request forgery 

D. Injection 

Correct Answer: B 

Cross-site scripting (XSS) is an attack where a malicious actor is able to send untrusted data to a user\\'s browser
without going through any validation or sanitization processes, or where the code is not properly escaped from
processing by the browser. The code is then executed on the user\\'s browser with the user\\'s own access and
permissions, allowing an attacker to redirect their web traffic, steal data from their session, or potentially access
information on the user\\'s own computer that their browser has the ability to access. 

 

QUESTION 3

Audits are either done based on the status of a system or application at a specific time or done as a study over a period
of time that takes into account changes and processes. 

Which of the following pairs matches an audit type that is done over time, along with the minimum span of time
necessary for it? 

A. SOC Type 2, one year 

B. SOC Type 1, one year 

C. SOC Type 2, one month 
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D. SOC Type 2, six months 

Correct Answer: D 

SOC Type 2 audits are done over a period of time, with six months being the minimum duration. SOC Type 1 audits are
designed with a scope that\\'s a static point in time, and the other times provided for SOC Type 2 are incorrect. 

 

QUESTION 4

Which of the following is NOT a domain of the Cloud Controls Matrix (CCM)? 

A. Data center security 

B. Human resources 

C. Mobile security 

D. Budgetary and cost controls 

Correct Answer: D 

Budgetary and cost controls is not one of the domains outlined in the CCM. 

 

QUESTION 5

Which aspect of cloud computing will be most negatively impacted by vendor lock-in? 

A. Elasticity 

B. Reversibility 

C. Interoperability 

D. Portability 

Correct Answer: D 

A cloud customer utilizing proprietary APIs or services from one cloud provider that are unlikely to be available from
another cloud provider will most negatively impact portability. 
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