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QUESTION 1

A suspicious script was found on a sensitive research system. Subsequent analysis determined that proprietary data
would have been deleted from both the local server and backup media immediately following a specific administrator\\'s
removal from an employee list that is refreshed each evening. Which of the following BEST describes this scenario? 

A. Backdoor 

B. Rootkit 

C. Time bomb 

D. Logic bomb 

Correct Answer: A 

 

QUESTION 2

If a hacker is attempting to alter or delete system audit logs, in which of the following attack phases is the hacker
involved? 

A. Covering tracks 

B. Expanding access 

C. Gaining persistence 

D. Performing reconnaissance 

Correct Answer: A 

Reference: https://resources.infosecinstitute.com/category/certifications-training/ethical-hacking/coveringtracks/log-
tampering-101/#gref 

 

QUESTION 3

An incident handler is assigned to initiate an incident response for a complex network that has been affected by
malware. Which of the following actions should be taken FIRST? 

A. Make an incident response plan. 

B. Prepare incident response tools. 

C. Isolate devices from the network. 

D. Capture network traffic for analysis. 

Correct Answer: D 
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QUESTION 4

While planning a vulnerability assessment on a computer network, which of the following is essential? (Choose two.) 

A. Identifying exposures 

B. Identifying critical assets 

C. Establishing scope 

D. Running scanning tools 

E. Installing antivirus software 

Correct Answer: AC 

 

QUESTION 5

Which of the following is a cybersecurity solution for insider threats to strengthen information protection? 

A. Web proxy 

B. Data loss prevention (DLP) 

C. Anti-malware 

D. Intrusion detection system (IDS) 

Correct Answer: B 

Reference: https://www.techrepublic.com/article/how-to-protect-your-organization-against-insider-threats/ 
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