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QUESTION 1

A secretary receives an email from a friend with a picture of a kitten in it. The secretary forwards it to the
~COMPANYWIDE mailing list and, shortly thereafter, users across the company receive the following message: 

“You seem tense. Take a deep breath and relax!” 

The incident response team is activated and opens the picture in a virtual machine to test it. After a short analysis, the
following code is found in C: 

\Temp\chill.exe:Powershell.exe –Command “do {(for /L %i in (2,1,254) do shutdown /r /m Error! Hyperlink reference not
valid.andgt; /f /t / 0 (/c “You seem tense. Take a deep breath and relax!”);Start-Sleep –s 900) } while(1)” 

Which of the following BEST represents what the attacker was trying to accomplish? 

A. Taunt the user and then trigger a shutdown every 15 minutes. 

B. Taunt the user and then trigger a reboot every 15 minutes. 

C. Taunt the user and then trigger a shutdown every 900 minutes. 

D. Taunt the user and then trigger a reboot every 900 minutes. 

Correct Answer: B 

 

 

QUESTION 2

Recently, a cybersecurity research lab discovered that there is a hacking group focused on hacking into the computers
of financial executives in Company A to sell the exfiltrated information to Company B. Which of the following threat
motives does this MOST likely represent? 

A. Desire for power 

B. Association/affiliation 

C. Reputation/recognition 

D. Desire for financial gain 

Correct Answer: D 

 

QUESTION 3

Senior management has stated that antivirus software must be installed on all employee workstations. Which of the
following does this statement BEST describe? 

A. Guideline 

B. Procedure 
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C. Policy 

D. Standard 

Correct Answer: C 

 

QUESTION 4

Which of the following describes United States federal government cybersecurity policies and guidelines? 

A. NIST 

B. ANSI 

C. NERC 

D. GDPR 

Correct Answer: A 

Reference: https://www.gsa.gov/technology/government-it-initiatives/cybersecurity/cybersecurityprograms-policy 

 

QUESTION 5

Which of the following technologies would reduce the risk of a successful SQL injection attack? 

A. Reverse proxy 

B. Web application firewall 

C. Stateful firewall 

D. Web content filtering 

Correct Answer: B 

Reference: http://www.enterprisenetworkingplanet.com/netsecur/article.php/3866756/10-Ways-to-Preventor-Mitigate-
SQL-Injection-Attacks.htm 
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