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QUESTION 1

Which of the following is susceptible to a cache poisoning attack? 

A. Domain Name System (DNS) 

B. Secure Shell (SSH) 

C. Hypertext Transfer Protocol Secure (HTTPS) 

D. Hypertext Transfer Protocol (HTTP) 

Correct Answer: A 

Reference: https://www.sciencedirect.com/topics/computer-science/cache-poisoning-attack 

 

QUESTION 2

Recently, a cybersecurity research lab discovered that there is a hacking group focused on hacking into the computers
of financial executives in Company A to sell the exfiltrated information to Company B. Which of the following threat
motives does this MOST likely represent? 

A. Desire for power 

B. Association/affiliation 

C. Reputation/recognition 

D. Desire for financial gain 

Correct Answer: D 

 

QUESTION 3

After imaging a disk as part of an investigation, a forensics analyst wants to hash the image using a tool that supports
piecewise hashing. Which of the following tools should the analyst use? 

A. md5sum 

B. sha256sum 

C. md5deep 

D. hashdeep 

Correct Answer: A 

 

QUESTION 4
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A web server is under a denial of service (DoS) attack. The administrator reviews logs and creates an access control list
(ACL) to stop the attack. Which of the following technologies could perform these steps automatically in the future? 

A. Intrusion prevention system (IPS) 

B. Intrusion detection system (IDS) 

C. Blacklisting 

D. Whitelisting 

Correct Answer: B 

Reference: https://www.ciscopress.com/articles/article.asp?p=345618 

 

QUESTION 5

According to company policy, all accounts with administrator privileges should have suffix _ja. While reviewing Windows
workstation configurations, a security administrator discovers an account without the suffix in the administrator\\'s group.
Which of the following actions should the security administrator take? 

A. Review the system log on the affected workstation. 

B. Review the security log on a domain controller. 

C. Review the system log on a domain controller. 

D. Review the security log on the affected workstation. 

Correct Answer: B 
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