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QUESTION 1

What United States federal law requires financial institutions to declare their personal data collection practices? 

A. The Kennedy-Hatch Disclosure Act of 1997. 

B. The Gramm-Leach-Bliley Act of 1999. 

C. SUPCLA, or the federal Superprivacy Act of 2001. 

D. The Financial Portability and Accountability Act of 2006. 

Correct Answer: B 

 

QUESTION 2

SCENARIO 

Please use the following to answer the next QUESTION: 

Paul Daniels, with years of experience as a CEO, is worried about his son Carlton\\'s successful venture, Gadgo. A
technological innovator in the communication industry that quickly became profitable, Gadgo has moved beyond its
startup phase. While it has retained its vibrant energy, Paul fears that under Carlton\\'s 

direction, the company may not be taking its risks or obligations as seriously as it needs to. Paul has hired you, a
Privacy Consultant, to assess the company and report to both father and son. "Carlton won\\'t listen to me," Paul says,
"but he may pay attention to an expert." 

Gadgo\\'s workplace is a clubhouse for innovation, with games, toys, snacks. espresso machines, giant fish tanks and
even an iguana who regards you with little interest. Carlton, too, seems bored as he describes to you the company\\'s
procedures and technologies for data protection. It\\'s a loose assemblage of controls, lacking consistency and with
plenty of weaknesses. "This is a technology company," Carlton says. "We create. We innovate. I don\\'t want
unnecessary measures that will only slow people down and clutter their thoughts." 

The meeting lasts until early evening. Upon leaving, you walk through the office it looks as if a strong windstorm has
recently blown through, with papers scattered across desks and tables and even the floor. A "cleaning crew" of one
teenager is emptying the trash bins. A few computers have been left on for the night, others are missing. Carlton takes
note of your attention to this: "Most of my people take their laptops home with them, or use their own tablets or phones. I
want them to use whatever helps them to think and be ready day or night for that great insight. It may only come once!"
What phase in the Privacy Maturity Model (PMM) does Gadgo\\'s privacy program best exhibit? 

A. Ad hoc. 

B. Defined. 

C. Repeatable. 

D. Managed. 

Correct Answer: A 

Reference: https://vvena.nl/wp-content/uploads/2018/04/ aicpa_cica_privacy_maturity_model.pdf (page 2) 
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QUESTION 3

Why were the nongovernmental privacy organizations, Electronic Frontier Foundation (EFF) and Electronic Privacy
Information Center (EPIC), established? 

A. To promote consumer confidence in the Internet industry. 

B. To improve the user experience during online shopping. 

C. To protect civil liberties and raise consumer awareness. 

D. To promote security on the Internet through strong encryption. 

Correct Answer: C 

Reference: https://en.wikipedia.org/wiki/Electronic_Privacy_Information_Center 

 

QUESTION 4

In regards to the collection of personal data conducted by an organization, what must the data subject be allowed to
do? 

A. Evaluate the qualifications of a third-party processor before any data is transferred to that processor. 

B. Obtain a guarantee of prompt notification in instances involving unauthorized access of the data. 

C. Set a time-limit as to how long the personal data may be stored by the organization. 

D. Challenge the authenticity of the personal data and have it corrected if needed. 

Correct Answer: C 

 

QUESTION 5

SCENARIO 

Please use the following to answer the next QUESTION: 

For 15 years, Albert has worked at Treasure Box ?a mail order company in the United States (U.S.) that used to sell
decorative candles around the world, but has recently decided to limit its shipments to customers in the 48 contiguous
states. Despite his years of experience, Albert is often overlooked for managerial positions. His frustration about not
being promoted, coupled with his recent interest in issues of privacy protection, have motivated Albert to be an agent of
positive change. 

He will soon interview for a newly advertised position, and during the interview, Albert plans on making executives
aware of lapses in the company\\'s privacy program. He feels certain he will be rewarded with a promotion for
preventing negative consequences resulting from the company\\'s outdated policies and procedures. 

For example, Albert has learned about the AICPA (American Institute of Certified Public Accountans)/CICA (Canadian
Institute of Chartered Accountants) Privacy Maturity Model (PMM). Albert thinks the model is a useful way to measure
Treasure Box\\'s ability to protect personal data. Albert has noticed that Treasure Box fails to meet the requirements of
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the highest level of maturity of this model; at his interview, Albert will pledge to assist the company with meeting this
level in order to provide customers with the most rigorous security available. 

Albert does want to show a positive outlook during his interview. He intends to praise the company\\'s commitment to
the security of customer and employee personal data against external threats. However, Albert worries about the high
turnover rate within the company, particularly in the area of direct phone marketing. He sees many unfamiliar faces
every day who are hired to do the marketing, and he often hears complaints in the lunch room regarding long hours and
low pay, as well as what seems to be flagrant disregard for company procedures. 

In addition, Treasure Box has had two recent security incidents. The company has responded to the incidents with
internal audits and updates to security safeguards. However, profits still seem to be affected and anecdotal evidence
indicates that many people still harbor mistrust. Albert wants to help the company recover. He knows there is at least
one incident the public in unaware of, although Albert does not know the details. He believes the company\\'s insistence
on keeping the incident a secret could be a further detriment to its reputation. One further way that Albert wants to help
Treasure Box regain its stature is by creating a toll-free number for customers, as well as a more efficient procedure for
responding to customer concerns by postal mail. 

In addition to his suggestions for improvement, Albert believes that his knowledge of the company\\'s recent business
maneuvers will also impress the interviewers. For example, Albert is aware of the company\\'s intention to acquire a
medical supply company in the coming weeks. 

With his forward thinking, Albert hopes to convince the managers who will be interviewing him that he is right for the
job. 

What is one important factor that Albert fails to consider regarding Treasure Box\\'s response to their recent security
incident? 

A. Who has access to the data 

B. What the nature of the data is 

C. How data at the company is collected 

D. How long data at the company is kept 

Correct Answer: D 
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