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QUESTION 1

What obligation does a data controller or processor have after appointing a data protection officer? 

A. To ensure that the data protection officer receives sufficient instructions regarding the exercise of his or her defined
tasks. 

B. To provide resources necessary to carry out the defined tasks of the data protection officer and to maintain his or her
expert knowledge. 

C. To ensure that the data protection officer acts as the sole point of contact for individuals\\' Questions: about their
personal data. 

D. To submit for approval to the data protection officer a code of conduct to govern organizational practices and
demonstrate compliance with data protection principles. 

Correct Answer: D 

Reference: https://www.i-scoop.eu/gdpr/data-controller-data-controller-duties/ 

 

QUESTION 2

What permissions are required for a marketer to send an email marketing message to a consumer in the EU? 

A. A prior opt-in consent for consumers unless they are already customers. 

B. A pre-checked box stating that the consumer agrees to receive email marketing. 

C. A notice that the consumer\\'s email address will be used for marketing purposes. 

D. No prior permission required, but an opt-out requirement on all emails sent to consumers. 

Correct Answer: A 

Reference: https://www.forbes.com/sites/forbescommunicationscouncil/2018/06/27/what- gdpr-means-for- email-
marketing-to-eu-customers/#64020aa8374a 

 

QUESTION 3

SCENARIO 

Please use the following to answer the next question: 

The fitness company Vigotron has recently developed a new app called M-Health, which it wants to market on its
website as a free download. Vigotron\\'s marketing manager asks his assistant Emily to create a webpage that
describes the app and specifies the terms of use. Emily, who is new at Vigotron, is excited about this task. At her
previous job she took a data protection class, and though the details are a little hazy, she recognizes that Vigotron is
going to need to obtain user consent for use of the app in some cases. Emily sketches out the following draft, trying to
cover as much as possible before sending it to Vigotron\\'s legal department. 

Registration Form 
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Vigotron\\'s new M-Health app makes it easy for you to monitor a variety of health-related activities, including diet,
exercise, and sleep patterns. M-Health relies on your smartphone settings (along with other third-party apps you may
already have) to collect data about all of these important lifestyle elements, and provide the information necessary for
you to enrich your quality of life. (Please click here to read a full description of the services that M-Health provides.) 

Vigotron values your privacy. The M-Heaith app allows you to decide which information is stored in it, and which apps
can access your data. When your device is locked with a passcode, all of your health and fitness data is encrypted with
your passcode. You can back up data stored in the Health app to Vigotron\\'s cloud provider, Stratculous. (Read more
about Stratculous here.) 

Vigotron will never trade, rent or sell personal information gathered from the M-Health app. Furthermore, we will not
provide a customer\\'s name, email address or any other information gathered from the app to any third- party without a 

customer\\'s consent, unless ordered by a court, directed by a subpoena, or to enforce the manufacturer\\'s legal rights
or protect its business or property. 

We are happy to offer the M-Health app free of charge. If you want to download and use it, we ask that you 

first complete this registration form. (Please note that use of the M-Health app is restricted to adults aged 16 or older,
unless parental consent has been given to minors intending to use it.) 

First name: 

Surname: 

Year of birth: 

Email: 

Physical Address (optional*): 

Health status: 

*If you are interested in receiving newsletters about our products and services that we think may be of interest to you,
please include your physical address. If you decide later that you do not wish to receive these newsletters, you can 

unsubscribe by sending an email to unsubscribe@vigotron.com or send a letter with your request to the address listed
at the bottom of this page. 

Terms and Conditions 

1.Jurisdiction. [...] 

2.Applicable law. [...] 

3.Limitation of liability. [...] 

Consent 

By completing this registration form, you attest that you are at least 16 years of age, and that you consent to the
processing of your personal data by Vigotron for the purpose of using the M-Health app. Although you are entitled to opt
out of 

any advertising or marketing, you agree that Vigotron may contact you or provide you with any required notices,
agreements, or other information concerning the services by email or other electronic means. You also agree that the
Company 
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may send automated emails with alerts regarding any problems with the M-Health app that may affect your well being. 

If a user of the M-Health app were to decide to withdraw his consent, Vigotron would first be required to do what? 

A. Provide the user with logs of data collected through use of the app. 

B. Erase any data collected from the time the app was first used. 

C. Inform any third parties of the user\\'s withdrawal of consent. 

D. Cease processing any data collected through use of the app. 

Correct Answer: D 

 

QUESTION 4

SCENARIO 

Please use the following to answer the next question: 

BHealthy, a company based in Italy, is ready to launch a new line of natural products, with a focus on sunscreen. The
last step prior to product launch is for BHealthy to conduct research to decide how extensively to market its new line of
sunscreens across Europe. To do so, BHealthy teamed up with Natural Insight, a company specializing in determining
pricing for natural products. BHealthy decided to share its existing customer information ?name, location, and prior
purchase history ?with Natural Insight. Natural Insight intends to use this information to train its algorithm to help
determine the price point at which BHealthy can sell its new sunscreens. 

Prior to sharing its customer list, BHealthy conducted a review of Natural Insight\\'s security practices and concluded
that the company has sufficient security measures to protect the contact information. Additionally, BHealthy\\'s data
processing contractual terms with Natural Insight require continued implementation of technical and organization
measures. Also indicated in the contract are restrictions on use of the data provided by BHealthy for any purpose
beyond provision of the services, which include use of the data for continued improvement of Natural Insight\\'s machine
learning algorithms. 

In which case would Natural Insight\\'s use of BHealthy\\'s data for improvement of its algorithms be considered data
processor activity? 

A. If Natural Insight uses BHealthy\\'s data for improving price point predictions only for BHealthy. 

B. If Natural Insight receives express contractual instructions from BHealthy to use its data for improving its algorithms. 

C. If Natural Insight agrees to be fully liable for its use of BHealthy\\'s customer information in its product improvement
activities. 

D. If Natural Insight satisfies the transparency requirement by notifying BHealthy\\'s customers of its plans to use their
information for its product improvement activities. 

Correct Answer: A 

 

QUESTION 5

SCENARIO 
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Please use the following to answer the next question: 

You have just been hired by a toy manufacturer based in Hong Kong. The company sells a broad range of dolls, action
figures and plush toys that can be found internationally in a wide variety of retail stores. Although the manufacturer has
no offices outside Hong Kong and in fact does not employ any staff outside Hong Kong, it has entered into a number of
local distribution contracts. The toys produced by the company can be found in all popular toy stores throughout Europe,
the United States and Asia. A large portion of the company\\'s revenue is due to international sales. 

The company now wishes to launch a new range of connected toys, ones that can talk and interact with children. The
CEO of the company is touting these toys as the next big thing, due to the increased possibilities offered: The figures
can answer children\\'s Questions: on various subjects, such as mathematical calculations or the weather. Each figure is
equipped with a microphone and speaker and can connect to any smartphone or tablet via Bluetooth. Any mobile device
within a 10-meter radius can connect to the toys via Bluetooth as well. The figures can also be associated with other
figures (from the same manufacturer) and interact with each other for an enhanced play experience. When a child asks
the toy a question, the request is sent to the cloud for analysis, and the answer is generated on cloud servers and sent
back to the figure. The answer is given through the figure\\'s integrated speakers, making it appear as though that the
toy is actually responding to the child\\'s question. The packaging of the toy does not provide technical details on how
this works, nor does it mention that this feature requires an internet connection. The necessary data processing for this
has been outsourced to a data center located in South Africa. However, your company has not yet revised its consumer-
facing privacy policy to indicate this. 

In parallel, the company is planning to introduce a new range of game systems through which consumers can play the
characters they acquire in the course of playing the game. The system will come bundled with a portal that includes a
Near-Field Communications (NFC) reader. This device will read an RFID tag in the action figure, making the figure
come to life onscreen. Each character has its own stock features and abilities, but it is also possible to earn additional
ones by accomplishing game goals. The only information stored in the tag relates to the figures\\' abilities. It is easy to
switch characters during the game, and it is possible to bring the figure to locations outside of the home and have the
character\\'s abilities remain intact. 

What presents the BIGGEST potential privacy issue with the company\\'s practices? 

A. The NFC portal can read any data stored in the action figures 

B. The information about the data processing involved has not been specified 

C. The cloud service provider is in a country that has not been deemed adequate 

D. The RFID tag in the action figures has the potential for misuse because of the toy\\'s evolving capabilities 

Correct Answer: B 
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