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QUESTION 1

Which term describes the acknowledgement and acceptance of ownership of actions, decisions, policies and
deliverables? 

A. Accountability. 

B. Responsibility. 

C. Credibility. 

D. Confidentiality. 

Correct Answer: A 

https://hr.nd.edu/assets/17442/behavior_model_4_ratings_3_.pdf 

 

QUESTION 2

When a digital forensics investigator is conducting art investigation and handling the original data, what KEY principle
must they adhere to? 

A. Ensure they are competent to be able to do so and be able to justify their actions. 

B. Ensure they are being observed by a senior investigator in all actions. 

C. Ensure they do not handle the evidence as that must be done by law enforcement officers. 

D. Ensure the data has been adjusted to meet the investigation requirements. 

Correct Answer: A 

 

QUESTION 3

What type of diagram used in application threat modeling includes malicious users as well as descriptions like mitigates
and threatens? 

A. Threat trees. 

B. STRIDE charts. 

C. Misuse case diagrams. 

D. DREAD diagrams. 

Correct Answer: A 

 

QUESTION 4
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When securing a wireless network, which of the following is NOT best practice? 

A. Using WPA encryption on the wireless network. 

B. Use MAC tittering on a SOHO network with a smart group of clients. 

C. Dedicating an access point on a dedicated VLAN connected to a firewall. 

D. Turning on SSID broadcasts to advertise security levels. 

Correct Answer: C 

 

QUESTION 5

What Is the first yet MOST simple and important action to take when setting up a new web server? 

A. Change default system passwords. 

B. Fully encrypt the hard disk. 

C. Apply hardening to all applications. 

D. Patch the OS to the latest version 

Correct Answer: C 
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