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QUESTION 1

What Is the first yet MOST simple and important action to take when setting up a new web server? 

A. Change default system passwords. 

B. Fully encrypt the hard disk. 

C. Apply hardening to all applications. 

D. Patch the OS to the latest version 

Correct Answer: C 

 

QUESTION 2

Which of the following is NOT an information security specific vulnerability? 

A. Use of HTTP based Apache web server. 

B. Unpatched Windows operating system. 

C. Confidential data stored in a fire safe. 

D. Use of an unlocked filing cabinet. 

Correct Answer: A 

 

QUESTION 3

Which of the following testing methodologies TYPICALLY involves code analysis in an offline environment without ever
actually executing the code? 

A. Dynamic Testing. 

B. Static Testing. 

C. User Testing. 

D. Penetration Testing. 

Correct Answer: D 

 

QUESTION 4

Which of the following statutory requirements are likely to be of relevance to all organisations no matter which sector nor
geographical location they operate in? 

A. Sarbanes-Oxley. 
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B. GDPR. 

C. HIPAA. 

D. FSA. 

Correct Answer: D 

 

QUESTION 5

Which of the following cloud delivery models is NOT intrinsically "trusted" in terms of security by clients using the
service? 

A. Public. 

B. Private. 

C. Hybrid. 

D. Community 

Correct Answer: D 
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