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QUESTION 1

Which standard deals with the implementation of business continuity?
A. ISO/IEC 27001

B. COBIT

C. 1S0223G1.

D. BS5750.

Correct Answer: A

QUESTION 2
Why should a loading bay NEVER be used as a staff entrance?

A. Loading bays are intrinsically vulnerable, so minimising the people traffic makes securing the areas easier and more
effective.

B. Loading bays are often dirty places, and staff could find their clothing damaged or made less appropriate for the
office.

C. Most countries have specific legislation covering loading bays and breaching this could impact on insurance status.
D. Staff should always enter a facility via a dedicated entrance to ensure smooth access and egress.

Correct Answer: D

QUESTION 3

What is the name of the method used to illicitly target a senior person in an organisation so as to try to coerce them Into
taking an unwanted action such as a misdirected high-value payment?

A. Whaling.

B. Spear-phishing.

C. C-suite spamming.
D. Trawling.

Correct Answer: B

QUESTION 4

What Is the PRIMARY security concern associated with the practice known as Bring Your Own Device (BYOD) that
might affect a large organisation?
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A. Most BYOD involves the use of non-Windows hardware which is intrinsically insecure and open to abuse.
B. The organisation has significantly less control over the device than over a corporately provided and managed device.

C. Privately owned end user devices are not provided with the same volume nor frequency of security patch updates as
a corporation.

D. Under GDPR itis illegal for an individual to use a personal device when handling personal information under
corporate control.

Correct Answer: A

QUESTION 5

When securing a wireless network, which of the following is NOT best practice?
A. Using WPA encryption on the wireless network.

B. Use MAC tittering on a SOHO network with a smart group of clients.

C. Dedicating an access point on a dedicated VLAN connected to a firewall.

D. Turning on SSID broadcasts to advertise security levels.

Correct Answer: C
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