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QUESTION 1

What Is the PRIMARY difference between DevOps and DevSecOps? 

A. Within DevSecOps security is introduced at the end of development immediately prior to deployment. 

B. DevSecOps focuses solely on iterative development cycles. 

C. DevSecOps includes security on the same level as continuous integration and delivery. 

D. DevOps mandates that security is integrated at the beginning of the development lifecycle. 

Correct Answer: C 

https://www.viva64.com/en/b/0710/#:~:text=DevOps%20is%20a%20methodology%20aiming,in%20 the%
20software%20development%20process.andtext=DevSecOps%20is%20a%20further%20develop
ment,code%20quality%20and%20reliability%20assurance. 

 

QUESTION 2

Which term is used to describe the set of processes that analyses code to ensure defined coding practices are being
followed? 

A. Quality Assurance and Control 

B. Dynamic verification. 

C. Static verification. 

D. Source code analysis. 

Correct Answer: D 

 

QUESTION 3

Which of the following describes a qualitative risk assessment approach? 

A. A subjective assessment of risk occurrence likelihood against the potential impact that determines the overall severity
of a risk. 

B. The use of verifiable data to predict the risk occurrence likelihood and the potential impact so as to determine the
overall severity of a risk. 

C. The use of Monte-Carlo Analysis and Layers of Protection Analysis (LOPA) to determine the overall severity of a
risk. 

D. The use of Risk Tolerance and Risk Appetite values to determine the overall severity of a risk 

Correct Answer: C 
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QUESTION 4

When preserving a crime scene for digital evidence, what actions SHOULD a first responder initially make? 

A. Remove power from all digital devices at the scene to stop the data changing. 

B. Photograph all evidence and triage to determine whether live data capture is necessary. 

C. Remove all digital evidence from the scene to prevent unintentional damage. 

D. Don\\'t touch any evidence until a senior digital investigator arrives. 

Correct Answer: D 

https://www.ncjrs.gov/pdffiles1/nij/219941.pdf 

 

QUESTION 5

Which of the following compliance legal requirements are covered by the ISO/IEC 27000 series? 

1.

 Intellectual Property Rights. 

2.

 Protection of Organisational Records 

3.

 Forensic recovery of data. 

4.

 Data Deduplication. 

5.

 Data Protection and Privacy. 

A. 1, 2 and 3 

B. 3, 4 and 5 

C. 2, 3 and 4 

D. 1, 2 and 5 

Correct Answer: D 
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