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QUESTION 1

According to the Section-302 of the Sarbanes-Oxley Act of 2002, what does certification of reports implies? Each
correct answer represents a complete solution. Choose three. 

A. The signing officer has evaluated the effectiveness of the issuer\\'s internal controls as of a date at the time to report. 

B. The financial statement does not contain any materially untrue or misleading information. 

C. The signing officer has reviewed the report. 

D. The signing officer has presented in the report their conclusions about the effectiveness of their internal controls
based on their evaluation as of that date. 

Correct Answer: BCD 

Explanation: 

Section 302 of Sarbanes-Oxley act has the tremendous impact on the risk management solution adopted 

by corporations. This section specifies that the reports must be certified by the CEO, CFO, or other senior 

officer performing similar functions. 

Certification of reports establishes: 

The signing officer has reviewed the report. 

The financial statement does not contain, to the knowledge of signing officer, any materially untrue or 

misleading information and represent fairly all financial conditions and results of the enterprise\\'s 

operations. 

The signing officers: 

-are responsible for establishing and maintaining internal controls 

-

have designed such internal controls to ensure that material information relating to the issuer and its consolidated
subsidiaries is made - known to such officers by others within those entities, particularly during the period in which the
periodic reports are being prepared 

-

have evaluated the effectiveness of the issuer\\'s internal controls as of a date within 90 days prior to the report 

-

have presented in the report their conclusions about the effectiveness of their internal controls base on their evaluation
as of that date The signing officer have disclosed to external auditors, audit committee, and other directors: 

-all significant deficiencies in the design or operation of internal controls which could adversely affect the reliability of the
reported financial data 
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-any fraud, whether or not material, that involves management or other employees who have a significant role in the
internal controls of the enterprise The signing officer have indicated in the report any internal controls or changes to
those internal controls which have been implemented since they were evaluated. 

Incorrect Answers: 

A: The signing officer has evaluated the effectiveness of the issuer\\'s internal controls as of a date within 90 days prior
to the report, not at the time of the report. 

 

QUESTION 2

An organization learns of a new ransomware attack affecting organizations worldwide. Which of the following should be
done FIRST to reduce the likelihood of infection from the attack? 

A. Verify the data backup process and confirm which backups are the most recent ones available. 

B. Identify systems that are vulnerable to being exploited by the attack. 

C. Confirm with the antivirus solution vendor whether the next update will detect the attack. 

D. Obtain approval for funding to purchase a cyber insurance plan. 

Correct Answer: B 

 

QUESTION 3

Which of the following would BEST help to ensure that suspicious network activity is identified? 

A. Analyzing server logs 

B. Coordinating events with appropriate agencies 

C. Analyzing intrusion detection system (IDS) logs 

D. Using a third-party monitoring provider 

Correct Answer: C 

 

QUESTION 4

You are the project manager of the NKJ Project for your company. The project\\'s success or failure will have a
significant impact on your organization\\'s profitability for the coming year. Management has asked you to identify the
risk events and communicate the event\\'s probability and impact as early as possible in the project. Management wants
to avoid risk events and needs to analyze the cost-benefits of each risk event in this project. What term is assigned to
the low-level of stakeholder tolerance in this project? 

A. Mitigation-ready project management 

B. Risk avoidance 

C. Risk utility function 
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D. Risk-reward mentality 

Correct Answer: C 

Risk utility function is assigned to the low-level of stakeholder tolerance in this project. 

The risk utility function describes a person\\'s or organization\\'s willingness to accept risk. It is synonymous with
stakeholder tolerance to risk. 

Risk utility function facilitates the selection and acceptance of risk and provides opportunity to merge the approach with
setting thresholds of risk acceptability and using utility-risk ratios if necessary. 

Incorrect Answers: 

A: This is not a valid project management and risk management term. 

B: Risk avoidance is a risk response to avoid negative risk events. 

D: Risk-reward describes the balance between accepting risks and the expected reward for the risk event. Risk-reward
mentality is not a valid project management term. 

 

QUESTION 5

Which of the following characteristics of risk controls can be defined as under? 

"The separation of controls in the production environment rather than the separation in the design and implementation
of the risk" 

A. Trusted source 

B. Secure 

C. Distinct 

D. Independent 

Correct Answer: C 

A control or countermeasure which does not overlap in its performance with another control or countermeasure is
considered as distinct. Hence the separation of controls in the production environment rather than the separation in the
design and implementation of the risk refers to distinct. 

Incorrect Answers: 

A: Trusted source refers to the commitment of the people designing, implementing, and maintenance of the control
towards the security policy. 

B: Secure controls refers to the activities ability to protect from exploitation or attack. 

D: The separation in design, implementation, and maintenance of controls or countermeasures are refer to as
independent. Hence this answer is not valid. 
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