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QUESTION 1

A company is experiencing a malware attack within its network. A security engineer notices many of the impacted
assets are connecting outbound to a number of remote destinations and exfiltrating data. The security engineer also see
that deployed, up-to-date antivirus signatures are ineffective. Which of the following is the BEST approach to prevent
any impact to the company from similar attacks in the future? 

A. IDS signatures 

B. Data loss prevention 

C. Port security 

D. Sinkholing 

Correct Answer: B 

"Preventing data exfiltration is possible with security solutions that ensure data loss and leakage prevention. For
example, firewalls can block unauthorized access to resources and systems storing sensitive information. On the other
hand, a security information and event management system (SIEM) can secure data in motion, in use, and at rest,
secure endpoints, and identify suspicious data transfers" https://www.fortinet.com/resources/cyberglossary/data-
exfiltration 

 

QUESTION 2

A corporation has implemented an 802.1X wireless network using self-signed certificates. Which of the following
represents a risk to wireless users? 

A. Buffer overflow attacks 

B. Cross-site scripting attacks 

C. Man-in-the-middle attacks 

D. Denial of service attacks 

Correct Answer: C 

 

QUESTION 3

A security analyst needs to develop a brief that will include the latest incidents and the attack phases of the incidents.
The goal is to support threat intelligence and identify whether or not the incidents are linked. Which of the following
methods would be MOST appropriate to use? 

A. The Cyber Kill Chain 

B. The MITRE ATTandCK framework 

C. An adversary capability model 

D. The Diamond Model of Intrusion Analysis 
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Correct Answer: B 

 

QUESTION 4

A new zero-day vulnerability was discovered within a basic screen capture app, which is used throughout the
environment. Two days after discovering the vulnerability, the manufacturer of the software has not announced a
remediation or if there will be a fix for this newly discovered vulnerability. The vulnerable application is not uniquely
critical, but it is used occasionally by the management and executive management teams. The vulnerability allows
remote code execution to gain privileged access to the system. Which of the following is the BEST course of actions to
mitigate this threat? 

A. Work with the manufacturer to determine the time frame for the fix. 

B. Block the vulnerable application traffic at the firewall and disable the application services on each computer. 

C. Remove the application and replace it with a similar non-vulnerable application. 

D. Communicate with the end users that the application should not be used until the manufacturer has resolved the
vulnerability. 

Correct Answer: D 

 

QUESTION 5

A computer has been infected with a virus and is sending out a beacon to command and control server through an
unknown service. Which of the following should a security technician implement to drop the traffic going to the command
and control server and still be able to identify the infected host through firewall logs? 

A. Sinkhole 

B. Block ports and services 

C. Patches 

D. Endpoint security 

Correct Answer: A 

Reference: https://live.paloaltonetworks.com/t5/Configuration-Articles/How-to-Configure-DNS-Sinkhole/ta-p/58891 
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