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QUESTION 1

A vulnerability scanner generates the following output: The company has an SLA for patching that requires time frames
to be met for high-risk vulnerabilities. Which of the following should the analyst prioritize first for remediation?

IP address Name

10.12.2.40 88L Certificate Cannot Be Trusced

10.16.2.52 Red:s 5?:ve? Unprotected by Fassword
Authentication

10.100.26.60 Ciscc Nebex Me?tinga Scheduled Meeting
Template DCealetion
10.14.0.15 SM2 Signing not required
10.12.2.40 8S8L Self-Signed Certificace
Sya:nternals PsExec Elevation of Privilege
172.27.2.153 (CVE-2021-1733)
Oracle Java JDE / JRE € < Update 30 Multiple

UYnlnaralh:1i+iaa

172.27.2.153

Vul akilit

S cvas Age
stace
New 6.4 13 days
Active 25 43 days
Qesurfaced 6 701 daya
Active S 25 days
New 6.4 13 days
Aesurfaced 4.¢€ 435 days
Resurfaced 10 4 days
A. Oracle JDK

B. Cisco Webex
C. Redis Server
D. SSL Self-signed Certificate

Correct Answer: A
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QUESTION 2

A security analyst recently joined the team and is trying to determine which scripting language is being used in a
production script to determine if it is malicious. Given the following script:

foreach ($user in Get-Content .\this.txt)

{

Get-ADUser $user -Properties primaryGrouplD |select-object pr:
Add-ADGroupMember "Domain Users" -Members $user
Set-ADUser $user -Replace O(primaryGrouplD=513)

}

Which of the following scripting languages was used in the script?
A. PowerShel

B. Ruby

C. Python

D. Shell script

Correct Answer: A

The script uses PowerShell syntax, such as cmdlets, parameters, variables, and comments. PowerShell is a scripting
language that can be used to automate tasks and manage systems.

QUESTION 3

A manufacturing company has joined the information sharing and analysis center for its sector. As a benefit, the
company will receive structured l1oC data contributed by other members. Which of the following best describes the utility
of this data?

A. Other members will have visibility into instances of positive l0C identification within the manufacturing company\\'s
corporate network.

B. The manufacturing company will have access to relevant malware samples from all other manufacturing sector
members.

C. Other members will automatically adjust their security postures to defend the manufacturing company\\'s processes.

D. The manufacturing company can ingest the data and use tools to autogenerate security configurations for all of its
infrastructure.

Correct Answer: B
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QUESTION 4

A company\\'s security team is updating a section of the reporting policy that pertains to inappropriate use of resources
(e.g., an employee who installs cryptominers on workstations in the office). Besides the security team, which of the
following groups should the issue be escalated to first in order to comply with industry best practices?

A. Help desk

B. Law enforcement

C. Legal department

D. Board member

Correct Answer: C

When updating a reporting policy that pertains to inappropriate use of resources, it\\'s important to involve the legal
department as one of the first steps. Inappropriate use of resources can have legal implications, and involving the legal

department ensures that the policy aligns with legal regulations and requirements. They can provide guidance on the
appropriate actions to take and help ensure that the policy is comprehensive and legally sound.

QUESTION 5

A development team recently released a new version of a public-facing website for testing prior to production. The
development team is soliciting the help of various teams to validate the functionality of the website due to its high
visibility. Which of the following activities best describes the process the development team is initiating?

A. Static analysis

B. Stress testing

C. Code review

D. User acceptance testing

Correct Answer: D
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