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QUESTION 1

Joseph works as a Software Developer for WebTech Inc. He wants to protect the algorithms and the techniques of
programming that he uses in developing an application. Which of the following laws are used to protect a part of
software? 

A. Code Security law 

B. Patent laws 

C. Trademark laws 

D. Copyright laws 

Correct Answer: B 

Patent laws are used to protect the duplication of software. Software patents cover the algorithms and techniques that
are used in creating the software. It does not cover the entire program of the software. Patents give the author the right
to make and sell his product. The time of the patent of a product is limited though, i.e., the author of the product has the
right to use the patent for only a specific length of time. Answer: D is incorrect. Copyright laws protect original works or
creations of authorship including literary, dramatic, musical, artistic, and certain other intellectual works. 

 

QUESTION 2

Which of the following vulnerabilities occurs when an application directly uses or concatenates potentially hostile input
with data file or stream functions? 

A. Insecure cryptographic storage 

B. Malicious file execution 

C. Insecure communication 

D. Injection flaw 

Correct Answer: B 

Malicious file execution is a vulnerability that occurs when an application directly uses or concatenates potentially hostile
input with data file or stream functions. This leads to arbitrary remote and hostile data being included, processed, and
invoked by the Web server. Malicious file execution can be prevented by using an indirect object reference map, input
validation, or explicit taint checking mechanism. Answer: D is incorrect. Injection flaw occurs when data is sent to an
interpreter as a part of command or query. Answer: A is incorrect. Insecure cryptographic storage occurs when
applications have failed to encrypt data. Answer: C is incorrect. Insecure communication occurs when applications have
failed to encrypt network traffic. 

 

QUESTION 3

Security is a state of well-being of information and infrastructures in which the possibilities of successful yet undetected
theft, tampering, and/or disruption of information and services are kept low or tolerable. Which of the following are the
elements of security? Each correct answer represents a complete solution. Choose all that apply. 
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A. Integrity 

B. Authenticity 

C. Confidentiality 

D. Availability 

Correct Answer: ABCD 

The elements of security are as follows: 1.Confidentiality: It is the concealment of information or resources.
2.Authenticity: It is the identification and assurance of the origin of information. 3.Integrity: It refers to the trustworthiness
of data or resources in terms of preventing improper and unauthorized changes. 4.Availability: It refers to the ability to
use the information or resources as desired. 

 

QUESTION 4

Which of the following policies can explain how the company interacts with partners, the company\\'s goals and mission,
and a general reporting structure in different situations? 

A. Informative 

B. Advisory 

C. Selective 

D. Regulatory 

Correct Answer: A 

An informative policy informs employees about certain topics. It is not an enforceable policy, but rather one to teach
individuals about specific issues relevant to the company. The informative policy can explain how the company interacts
with partners, the company\\'s goals and mission, and a general reporting structure in different situations. Answer: D is
incorrect. A regulatory policy ensures that an organization follows the standards set by specific industry regulations. This
type of policy is very detailed and specific to a type of industry. The regulatory policy is used in financial institutions,
health care facilities, public utilities, and other government-regulated industries, e.g., TRAI. Answer: B is incorrect. An
advisory policy strongly advises employees regarding which types of behaviors and activities should and should not take
place within the organization. It also outlines possible ramifications if employees do not comply with the established
behaviors and activities. The advisory policy can be used to describe how to handle medical information, handle
financial transactions, and process confidential information. Answer: C is incorrect. It is not a valid type of policy. 

 

QUESTION 5

Which of the following ISO standards is entitled as "Information technology - Security techniques - Information security
management - Measurement"? 

A. ISO 27003 

B. ISO 27005 

C. ISO 27004 

D. ISO 27006 
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Correct Answer: C 

ISO 27004 is an information security standard developed by the International Organization for Standardization (ISO)
and the International Electrotechnical Commission (IEC). It is entitled as "Information technology - Security techniques
Information security management - Measurement". The ISO 27004 standard provides guidelines on specifications and
use of measurement techniques for the assessment of the effectiveness of an implemented information security
management system and controls. It also helps an organization in establishing the effectiveness of ISMS
implementation, embracing benchmarking, and performance targeting within the PDCA (plan-do-check-act) cycle.
Answer: A is incorrect. ISO 27003 is entitled as "Information Technology - Security techniques - Information security
management system implementation guidance". Answer: B is incorrect. ISO 27005 is entitled as "ISO/IEC 27005:2008
Information technology -- Security techniques -- Information security risk management". Answer: D is incorrect. ISO
27006 is entitled as "Information technology - Security techniques - Requirements for bodies providing audit and
certification of information security management systems". 
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