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QUESTION 1

Your company has just completed installation of an IEEE 802.11 WLAN controller with 20 controller-based APs. The
CSO has specified PEAPv0/EAP-MSCHAPv2 as the only authorized WLAN authentication mechanism. Since an LDAP-
compliant user database was already in use, a RADIUS server was installed and is querying authentication requests to
the LDAP server. Where must the X.509 server certificate and private key be installed in this network? 

A. Controller-based APs 

B. WLAN controller 

C. RADIUS server 

D. Supplicant devices 

E. LDAP server 

Correct Answer: C 

 

QUESTION 2

A large enterprise is designing a secure, scalable, and manageable 802.11n WLAN that will support thousands of users.
The enterprise will support both 802.1X/EAP-TTLS and PEAPv0/MSCHAPv2. Currently, the company is upgrading
network servers as well and will replace their existing Microsoft IAS implementation with Microsoft NPS, querying Active
Directory for user authentication. For this organization, as they update their WLAN infrastructure, what WLAN controller
feature will likely be least valuable? 

A. SNMPv3 support 

B. 802.1Q VLAN trunking 

C. Internal RADIUS server 

D. WIPS support and integration 

E. WPA2-Enterprise authentication/encryption 

Correct Answer: C 

 

QUESTION 3

Which one of the following is not a role defined in the 802.1X authentication procedures used in 802.11 and 802.3
networks for port-based authentication? 

A. AAA Server 

B. Authentication Server 

C. Supplicant 

D. Authenticator 
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Correct Answer: A 

 

QUESTION 4

What policy would help mitigate the impact of peer-to-peer attacks against wireless-enabled corporate laptop computers
when the laptops are also used on public access networks such as wireless hotspots? 

A. Require Port Address Translation (PAT) on each laptop. 

B. Require secure applications such as POP, HTTP, and SSH. 

C. Require VPN software for connectivity to the corporate network. 

D. Require WPA2-Enterprise as the minimal WLAN security solution. 

Correct Answer: C 

 

QUESTION 5

WLAN protocol analyzers can read and record many wireless frame parameters. What parameter is needed to
physically locate rogue APs with a protocol analyzer? 

A. IP Address 

B. Noise floor 

C. RSN IE 

D. SSID 

E. Signal strength 

F. BSSID 

Correct Answer: E 
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