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QUESTION 1

Which of the following is a valid reason to avoid the use of EAP-MD5 in production WLANs? 

A. It does not support a RADIUS server. 

B. It is not a valid EAP type. 

C. It does not support mutual authentication. 

D. It does not support the outer identity. 

Correct Answer: C 

 

QUESTION 2

A WLAN consultant has just finished installing a WLAN controller with 15 controller-based APs. Two SSIDs with
separate VLANs are configured for this network, and both VLANs are configured to use the same RADIUS server. The
SSIDs are configured as follows: 

SSID Blue – VLAN 10 – Lightweight EAP (LEAP) authentication – CCMP cipher suite SSID Red – VLAN 20 –
PEAPv0/EAP-TLS authentication – TKIP cipher suite 

The consultant\\'s computer can successfully authenticate and browse the Internet when using the Blue SSID. The
same computer cannot authenticate when using the Red SSID. What is a possible cause of the problem? 

A. The consultant does not have a valid Kerberos ID on the Blue VLAN. 

B. The client does not have a proper certificate installed for the tunneled authentication within the established TLS
tunnel. 

C. The TKIP cipher suite is not a valid option for PEAPv0 authentication. 

D. The Red VLAN does not use server certificate, but the client requires one. 

Correct Answer: B 

 

QUESTION 3

Your network implements an 802.1X/EAP-based wireless security solution. A WLAN controller is installed and manages
seven APs. FreeRADIUS is used for the RADIUS server and is installed on a dedicated server named SRV21. One
example client is a MacBook Pro with 8 GB RAM. What device functions as the 802.1X/EAP Authenticator? 

A. WLAN Controller/AP 

B. MacBook Pro 

C. SRV21 

D. RADIUS server 
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Correct Answer: A 

 

QUESTION 4

A network security auditor is preparing to perform a comprehensive assessment of an 802.11ac network\\'s security.
What task should be performed at the beginning of the audit to maximize the auditor\\'s ability to expose network
vulnerabilities? 

A. Identify the IP subnet information for each network segment. 

B. Identify the manufacturer of the wireless infrastructure hardware. 

C. Identify the skill level of the wireless network security administrator(s). 

D. Identify the manufacturer of the wireless intrusion prevention system. 

E. Identify the wireless security solution(s) currently in use. 

Correct Answer: E 

 

QUESTION 5

You are installing 6 APs on the outside of your facility. They will be mounted at a height of 6 feet. What must you do to
implement these APs in a secure manner beyond the normal indoor AP implementations? (Choose the single best
answer.) 

A. Ensure proper physical and environmental security using outdoor ruggedized APs or enclosures. 

B. Use internal antennas. 

C. Use external antennas. 

D. Power the APs using PoE. 

Correct Answer: A 
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