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QUESTION 1

What attack cannot be detected by a Wireless Intrusion Prevention System (WIPS)? 

A. Deauthentication flood 

B. Soft AP 

C. EAP flood 

D. Eavesdropping 

E. MAC Spoofing 

F. Hotspotter 

Correct Answer: D 

 

QUESTION 2

ABC Company has recently installed a WLAN controller and configured it to support WPA2-Enterprise security. The
administrator has configured a security profile on the WLAN controller for each group within the company (Marketing,
Sales, and Engineering). How are authenticated users assigned to groups so that they receive the correct security
profile within the WLAN controller? 

A. The RADIUS server sends the list of authenticated users and groups to the WLAN controller as part of a 4-Way
Handshake prior to user authentication. 

B. The WLAN controller polls the RADIUS server for a complete list of authenticated users and groups after each user
authentication. 

C. The RADIUS server sends a group name return list attribute to the WLAN controller during every successful user
authentication. 

D. The RADIUS server forwards the request for a group attribute to an LDAP database service, and LDAP sends the
group attribute to the WLAN controller. 

Correct Answer: C 

 

QUESTION 3

In order to acquire credentials of a valid user on a public hotspot network, what attacks may be conducted? Choose the
single completely correct answer. 

A. MAC denial of service and/or physical theft 

B. Social engineering and/or eavesdropping 

C. Authentication cracking and/or RF DoS 

D. Code injection and/or XSS 
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E. RF DoS and/or physical theft 

Correct Answer: B 

 

QUESTION 4

Your organization is using EAP as an authentication framework with a specific type that meets the requirements of your
corporate policies. Which one of the following statements is true related to this implementation? 

A. The client STAs may communicate over the controlled port in order to authenticate as soon as the Open System
authentication completes. 

B. The client STAs may communicate over the uncontrolled port in order to authenticate as soon as the Open System
authentication completes. 

C. The client STAs may use a different, but complementary, EAP type than the AP STAs. 

D. The client will be the authenticator in this scenario. 

Correct Answer: B 

 

QUESTION 5

You manage a wireless network that services 200 wireless users. Your facility requires 20 access points, and you have
installed an IEEE 802.11-compliant implementation of 802.1X/LEAP with AES-CCMP as an authentication and
encryption solution. In this configuration, the wireless network is initially susceptible to what type of attack? 

A. Offline dictionary attacks 

B. Application eavesdropping 

C. Session hijacking 

D. Layer 3 peer-to-peer 

E. Encryption cracking 

Correct Answer: A 
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