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QUESTION 1

Which of the following is a valid reason to avoid the use of EAP-MD5 in production WLANs? 

A. It does not support a RADIUS server. 

B. It is not a valid EAP type. 

C. It does not support mutual authentication. 

D. It does not support the outer identity. 

Correct Answer: C 

 

QUESTION 2

ABC Company has a WLAN controller using WPA2-Enterprise with PEAPv0/MS-CHAPv2 and AES-CCMP to secure
their corporate wireless data. They wish to implement a guest WLAN for guest users to have Internet access, but want
to implement some security controls. The security requirements for the hotspot include: 

Cannot access corporate network resources Network permissions are limited to Internet access All stations must be
authenticated 

What security controls would you suggest? (Choose the single best answer.) 

A. Configure access control lists (ACLs) on the guest WLAN to control data types and destinations. 

B. Require guest users to authenticate via a captive portal HTTPS login page and place the guest WLAN and the
corporate WLAN on different VLANs. 

C. Implement separate controllers for the corporate and guest WLANs. 

D. Use a WIPS to deauthenticate guest users when their station tries to associate with the corporate WLAN. 

E. Force all guest users to use a common VPN protocol to connect. 

Correct Answer: B 

 

QUESTION 3

In an IEEE 802.11-compliant WLAN, when is the 802.1X Controlled Port placed into the unblocked state? 

A. After EAP authentication is successful 

B. After Open System authentication 

C. After the 4-Way Handshake 

D. After any Group Handshake 

Correct Answer: A 
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QUESTION 4

You support a coffee shop and have recently installed a free 802.11ac wireless hotspot for the benefit of your
customers. You want to minimize legal risk in the event that the hotspot is used for illegal Internet activity. What option
specifies the best approach to minimize legal risk at this public hotspot while maintaining an open venue for customer
Internet access? 

A. Require client STAs to have updated firewall and antivirus software. 

B. Block TCP port 25 and 80 outbound on the Internet router. 

C. Use a WIPS to monitor all traffic and deauthenticate malicious stations. 

D. Implement a captive portal with an acceptable use disclaimer. 

E. Allow only trusted patrons to use the WLAN. 

F. Configure WPA2-Enterprise security on the access point. 

Correct Answer: D 

 

QUESTION 5

Your organization is using EAP as an authentication framework with a specific type that meets the requirements of your
corporate policies. Which one of the following statements is true related to this implementation? 

A. The client STAs may communicate over the controlled port in order to authenticate as soon as the Open System
authentication completes. 

B. The client STAs may communicate over the uncontrolled port in order to authenticate as soon as the Open System
authentication completes. 

C. The client STAs may use a different, but complementary, EAP type than the AP STAs. 

D. The client will be the authenticator in this scenario. 

Correct Answer: B 
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