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QUESTION 1

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure Cosmos DB Core (SQL) API account named account 1 that uses autoscale throughput. 

You need to run an Azure function when the normalized request units per second for a container in account1 exceeds a
specific value. 

Solution: You configure an Azure Monitor alert to trigger the function. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

You can set up alerts from the Azure Cosmos DB pane or the Azure Monitor service in the Azure portal. 

Note: Alerts are used to set up recurring tests to monitor the availability and responsiveness of your Azure Cosmos DB
resources. Alerts can send you a notification in the form of an email, or execute an Azure Function when one of your
metrics reaches the threshold or if a specific event is logged in the activity log. 

Reference: https://docs.microsoft.com/en-us/azure/cosmos-db/create-alerts 

 

QUESTION 2

You have a database in an Azure Cosmos DB Core (SQL) API account. 

You need to create an Azure function that will access the database to retrieve records based on a variable named
accountnumber. The solution must protect against SQL injection attacks. 

How should you define the command statement in the function? 

A. cmd = "SELECT * FROM Persons pWHERE p.accountnumber = \\'accountnumber\\'" 

B. cmd = "SELECT * FROM Persons pWHERE p.accountnumber = LIKE @accountnumber" 

C. cmd = "SELECT * FROM Persons pWHERE p.accountnumber = @accountnumber" 

D. cmd = "SELECT * FROM Persons pWHERE p.accountnumber = \\'" + accountnumber + "\\'" 

Correct Answer: C 

Azure Cosmos DB supports queries with parameters expressed by the familiar @ notation. Parameterized SQL
provides robust handling and escaping of user input, and prevents accidental exposure of data through SQL injection. 

For example, you can write a query that takes lastName and address.state as parameters, and execute it for various
values of lastName and address.state based on user input. 
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SELECT *

 FROM Families f

 WHERE f.lastName = @lastName AND f.address.state = @addressState 

Reference: https://docs.microsoft.com/en-us/azure/cosmos-db/sql/sql-query-parameterized-queries 

 

QUESTION 3

You are troubleshooting the current issues caused by the application updates. 

Which action can address the application updates issue without affecting the functionality of the application? 

A. Enable time to live for the con-product container. 

B. Set the default consistency level of account1 to strong. 

C. Set the default consistency level of account1 to bounded staleness. 

D. Add a custom indexing policy to the con-product container. 

Correct Answer: C 

Bounded staleness is frequently chosen by globally distributed applications that expect low write latencies but require
total global order guarantee. Bounded staleness is great for applications featuring group collaboration and sharing,
stock ticker, publish-subscribe/queueing etc. 

Scenario: Application updates in con-product frequently cause HTTP status code 429 "Too many requests". You
discover that the 429 status code relates to excessive request unit (RU) consumption during the updates. 

Reference: https://docs.microsoft.com/en-us/azure/cosmos-db/consistency-levels 

 

QUESTION 4

HOTSPOT 

You have a database in an Azure Cosmos DB Core (SQL) API account. 

You plan to create a container that will store employee data for 5,000 small businesses. Each business will have up to
25 employees. Each employee item will have an emailAddressvalue. 

You need to ensure that the emailAddressvalue for each employee within the same company is unique. 

To what should you set the partition key and the unique key? To answer, select the appropriate options in the answer
area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: CompanyID After you create a container with a unique key policy, the creation of a new or an update of an
existing item resulting in a duplicate within a logical partition is prevented, as specified by the unique key constraint. The
partition key combined with the unique key guarantees the uniqueness of an item within the scope of the container. 

For example, consider an Azure Cosmos container with Email address as the unique key constraint and CompanyID as
the partition key. When you configure the user\\'s email address with a unique key, each item has a unique email
address within a given CompanyID. Two items can\\'t be created with duplicate email addresses and with the same
partition key value. 
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Box 2: emailAddress 

Reference: https://docs.microsoft.com/en-us/azure/cosmos-db/unique-keys 

 

QUESTION 5

You have a container in an Azure Cosmos DB Core (SQL) API account. The container stores telemetry data from IoT
devices. The container uses telemetryId as the partition key and has a throughput of 1,000 request units per second
(RU/s). 

Approximately 5,000 IoT devices submit data every five minutes by using the same telemetryId value. 

You have an application that performs analytics on the data and frequently reads telemetry data for a single IoT device
to perform trend analysis. 

The following is a sample of a document in the container. 

You need to reduce the amount of request units (RUs) consumed by the analytics application. What should you do? 

A. Decrease the offerThroughputvalue for the container. 

B. Increase the offerThroughputvalue for the container. 

C. Move the data to a new container that has a partition key of deviceId. 

D. Move the data to a new container that uses a partition key of date. 

Correct Answer: C 

The partition key is what will determine how data is routed in the various partitions by Cosmos DB and needs to make
sense in the context of your specific scenario. The IoT Device ID is generally the "natural" partition key for IoT
applications. 

Reference: https://docs.microsoft.com/en-us/azure/architecture/solution-ideas/articles/iot-using-cosmos-db 
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