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QUESTION 1

You are working for a large clothing manufacturer as a computer forensics investigator and are called in to investigate
an unusual case of an employee possibly stealing clothing designs from the company and selling them under a different
brand name for a different company. What you discover during the course of the investigation is that the clothing
designs are actually original products of the employee and the company has no policy against an employee selling his
own designs on his own time. The only thing that you can find that the employee is doing wrong is that his clothing
design incorporates the same graphic symbol as that of the company with only the wording in the graphic being
different. What area of the law is the employee violating? 

A. trademark law 

B. copyright law 

C. printright law 

D. brandmark law 

Correct Answer: A 

 

QUESTION 2

After passing her CEH exam, Carol wants to ensure that her network is completely secure. She implements a DMZ,
statefull firewall, NAT, IPSEC, and a packet filtering firewall. Since all security measures were taken, none of the hosts
on her network can reach the Internet. Why is that? 

A. Statefull firewalls do not work with packet filtering firewalls 

B. NAT does not work with statefull firewalls 

C. NAT does not work with IPSEC 

D. IPSEC does not work with packet filtering firewalls 

Correct Answer: C 

 

QUESTION 3

In a forensic examination of hard drives for digital evidence, what type of user is most likely to have the most file slack to
analyze? 

A. one who has NTFS 4 or 5 partitions 

B. one who uses dynamic swap file capability 

C. one who uses hard disk writes on IRQ 13 and 21 

D. one who has lots of allocation units per block or cluster 

Correct Answer: D 
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QUESTION 4

You are trying to locate Microsoft Outlook Web Access Default Portal using Google search on the Internet. What search
string will you use to locate them? 

A. intitle:"exchange server" 

B. outlook:"search" 

C. locate:"logon page" 

D. allinurl:"exchange/logon.asp" 

Correct Answer: D 

 

QUESTION 5

Which is a standard procedure to perform during all computer forensics investigations? 

A. with the hard drive removed from the suspect PC, check the date and time in the system s CMOS 

B. with the hard drive in the suspect PC, check the date and time in the File Allocation Table 

C. with the hard drive removed from the suspect PC, check the date an d time in the system s RAM 

D. with the hard drive in the suspect PC, check the date and time in the system s CMOS 

Correct Answer: A 
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