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QUESTION 1

John is using Firewalk to test the security of his Cisco PIX firewall. He is also utilizing a sniffer located on a subnet that
resides deep inside his network. After analyzing the sniffer log files, he does not see any of the traffic produced by
Firewalk. Why is that? 

A. Firewalk sets all packets with a TTL of zero 

B. Firewalk cannot pass through Cisco firewalls 

C. Firewalk sets all packets with a TTL of one 

D. Firewalk cannot be detected by network sniffers 

Correct Answer: C 

 

QUESTION 2

What type of file is represented by a colon (:) with a name following it in the Master File Table of NTFS disk? 

A. A compressed file 

B. A Data stream file 

C. An encrypted file 

D. A reserved file 

Correct Answer: B 

 

QUESTION 3

When reviewing web logs, you see an entry for resource not found in the HTTP status code fileD. What is the actual
error code that you would see in the log for resource not found? 

A. 202 

B. 404 

C. 505 

D. 909 

Correct Answer: B 

 

QUESTION 4

What are the security risks of running a "repair" installation for Windows XP? 
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A. Pressing Shift+F10 gives the user administrative rights 

B. Pressing Ctrl+F10 gives the user administrative rights 

C. There are no security risks when running the "repair" installation for Windows XP 

D. Pressing Shift+F1 gives the user administrative rights 

Correct Answer: A 

 

QUESTION 5

You work as an IT security auditor hired by a law firm in Boston to test whether you can gain access to sensitive
information about the company\\'s clients. You have rummaged through their trash and found very little information. You
do not want to set off any alarms on their network, so you plan on performing passive footprinting against their Web
servers. What tool should you use? 

A. Ping sweep 

B. Netcraft 

C. Dig 

D. Nmap 

Correct Answer: B 
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