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QUESTION 1

You work as a Network Security Analyzer. You got a suspicious email while working on a forensic project. Now, you
want to know the IP address of the sender so that you can analyze various information such as the actual location,
domain information, operating system being used, contact information, etc. of the email sender with the help of various
tools and resources. You also want to check whether this email is fake or real. You know that analysis of email headers
is a good starting point in such cases. The email header of the suspicious email is given below: 

What is the IP address of the sender of this email? 

A. 209.191.91.180 

B. 141.1.1.1 

C. 172.16.10.90 

D. 216.168.54.25 

Correct Answer: D 

 

QUESTION 2

Which of the following components are usually found in an Intrusion detection system (IDS)? 

Each correct answer represents a complete solution. Choose two. 

A. Modem 

B. Console 
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C. Sensor 

D. Gateway 

E. Firewall 

Correct Answer: BC 

 

 

QUESTION 3

Which of the following Linux rootkits allows attackers to hide files, processes, and network connections? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Phalanx2 

B. Adore 

C. Knark 

D. Beastkit 

Correct Answer: BC 

 

QUESTION 4

Which of the following parameters are required to be followed on receiving a suspicious mail according to the
Department of Justice? 

Each correct answer represents a part of the solution. Choose all that apply. 

A. Call 

B. Look 

C. Identify 

D. Stop 

Correct Answer: ABD 

 

QUESTION 5

Which of the following techniques is used to log network traffic? 

A. IP address spoofing 

B. Tunneling 
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C. Sniffing 

D. Cracking 

Correct Answer: C 
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