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QUESTION 1

Which of the following protocols of the TCP/IP suite is used in the application layer of the OSI model? 

A. DCAP 

B. OSPF 

C. ARP 

D. Telnet 

Correct Answer: D 

 

QUESTION 2

Which of the following Trojans opens a very large number of Web browser windows? 

A. Backdoor.Zagaban 

B. Wmpscfgs.exe 

C. Back Orifice 

D. JS.WindowsBomb 

Correct Answer: D 

 

QUESTION 3

You work as a Network Security Analyzer. You got a suspicious email while working on a forensic project. Now, you
want to know the IP address of the sender so that you can analyze various information such as the actual location,
domain information, operating system being used, contact information, etc. of the email sender with the help of various
tools and resources. You also want to check whether this email is fake or real. You know that analysis of email headers
is a good starting point in such cases. The email header of the suspicious email is given below: What is the IP address
of the sender of this email? 
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A. 209.191.91.180 

B. 216.168.54.25 

C. 172.16.10.90 

D. 141.1.1.1 

Correct Answer: B 

 

QUESTION 4

Fill in the blank with the appropriate name of the attack. takes best advantage of an existing authenticated connection 

Correct Answer: session hijacking 

 

 

QUESTION 5

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He is using a tool to crack the wireless encryption keys. The description of the tool is as follows: 

Which of the following tools is John using to crack the wireless encryption keys? 
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A. Cain 

B. Kismet 

C. PsPasswd 

D. AirSnort 

Correct Answer: D 
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