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QUESTION 1

Which of the following cryptographic system services ensures that information will not be disclosed to any unauthorized
person on a local network? 

A. Confidentiality 

B. Authentication 

C. Integrity 

D. Non-repudiation 

Correct Answer: A 

 

QUESTION 2

Which of the following software can be used to protect a computer system from external threats (viruses, worms,
malware, or Trojans) and malicious attacks? 

Each correct answer represents a part of the solution. Choose all that apply. 

A. Employee monitoring software 

B. Burp Suite 

C. Antivirus 

D. Firewall 

Correct Answer: CD 

 

QUESTION 3

In a complex network, Router transfers data packets by observing some form of parameters or metrics provided in the
routing table. Which of the following metrics is NOT included in the routing table? 

A. Bandwidth 

B. Delay 

C. Load 

D. Frequency 

Correct Answer: D 

 

QUESTION 4
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A firewall is a combination of hardware and software, used to provide security to a network. It is used to protect an
internal network or intranet against unauthorized access from the Internet or other outside networks. It restricts inbound
and outbound access and can analyze all traffic between an internal network and the Internet. Users can configure a
firewall to pass or block packets from specific IP addresses and ports. Which of the following tools works as a firewall for
the Linux 2.4 kernel? 

A. Stunnel 

B. IPChains 

C. IPTables 

D. OpenSSH 

Correct Answer: C 

 

 

QUESTION 5

You work as a computer operator for BlueWells Inc. The company has a Windows-based network. 

You find out that someone has manipulated your email account, as some of your mails have been deleted. You suspect
that your password has been hacked by someone. You inform about this to Mark, who is a Security Administrator. After
diagnosing your system, Mark finds a log file that contains lots of text including username and password. Mark tells you
that someone has installed software on your system that is recording all the keyboard strokes in a predefined log file.
Which of the following software is Mark discussing about? 

A. Spyware 

B. Keylogger 

C. Anti-Virus 

D. Adware 

Correct Answer: B 
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