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QUESTION 1

Which of the following attacks CANNOT be detected by an Intrusion Detection System (IDS)?
Each correct answer represents a complete solution. Choose all that apply.

A. Denial-of-Service (DoS) attack

B. E-mail spoofing

C. Port scan attack

D. Shoulder surfing

Correct Answer: BD

QUESTION 2

Andrew, a bachelor student of Faulkner University, creates a gmail account. He uses \\'Faulkner\\' as the password for
the gmail account. After a few days, he starts receiving a lot of e-mails stating that his gmail account has been hacked.
He also finds that some of his important mails have been deleted by someone. Which of the following methods has the
attacker used to crack Andrew\\'s password?

Each correct answer represents a complete solution. Choose all that apply.

A. Brute force attack

B. Dictionary-based attack

C. Rainbow attack

D. Zero-day attack

E. Password guessing

F. Social engineering

G. Denial-of-service (DoS) attack

H. Buffer-overflow attack

Correct Answer:. ABCEF

QUESTION 3
Which of the following Trojans is used by attackers to modify the Web browser settings?

A. WMA/TrojanDownloader.GetCodec
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B. Win32/FlyStudio
C. Trojan.Lodear
D. Win32/Pacex.Gen

Correct Answer: B

QUESTION 4

Which of the following tools is used to detect wireless LANs using the 802.11b, 802.11a, and 802.11g WLAN standards
on the Windows platform?

A. Snort

B. NetStumbler
C. AiroPeek

D. Cain

Correct Answer: B

QUESTION 5

You work as a Sales Manager for NetPerfect Inc. The company has a Windows-based network. You have to often send
confidential e-mails and make online payments and purchases. You want to protect transmitted information and also to
increase the security of e-mail communications. Which of the following programs or services will you use to accomplish
the task?

Each correct answer represents a complete solution. Choose all that apply.

A. Anonymizer

B. John the Ripper

C. THC Hydra

D. Pretty Good Privacy (PGP)

Correct Answer: AD
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