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QUESTION 1

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He has successfully completed the following pre-attack phases while testing the security of the server:

Footprinting

Scanning

Now he wants to conduct the enumeration phase. Which of the following tools can John use to conduct it?
Each correct answer represents a complete solution. Choose all that apply.

A. PsFile

B. PsPasswd

C. WinSSLMiM

D. Userinfo

Correct Answer: ABD

QUESTION 2

Which of the following is the phase of Incident handling process in which the distinction between an event and an
incident is made?

A. Identification phase
B. Preparation phase
C. Eradication phase
D. Differential phase

Correct Answer: A

QUESTION 3

Fill in the blank with the command to complete the statement below. Do not enter the full path of the command The
command is used to remove the print jobs that have been queued for printing by using a secure connection.

Correct Answer: lprm -E

QUESTION 4
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Andrew works as a Forensic Investigator for Passguide Inc. The company has a Windows-based environment. The
company\\'s employees use Microsoft Outlook Express as their e-mail client program. E-mails of some employees have
been deleted due to a virus attack on the network.

Andrew is therefore assigned the task to recover the deleted mails. Which of the following tools can Andrew use to
accomplish the task?

Each correct answer represents a complete solution. Choose two.
A. FINALeMAIL

B. eMailTrackerPro

C. EventCombMT

D. R-mail

Correct Answer: AD

QUESTION 5

You work as a computer operator for BlueWells Inc. The company has a Windows-based network.

You find out that someone has manipulated your email account, as some of your mails have been deleted. You suspect
that your password has been hacked by someone. You inform about this to Mark, who is a Security Administrator. After
diagnosing your system, Mark finds a log file that contains lots of text including username and password. Mark tells you
that someone has installed software on your system that is recording all the keyboard strokes in a predefined log file.
Which of the following software is Mark discussing about?

A. Spyware

B. Keylogger

C. Anti-Virus

D. Adware

Correct Answer: B
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