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QUESTION 1

Which of the following pieces of information can be included in the Destination Address field of a firewall policy? (Select
all that apply.) 

A. An IP address pool. 

B. A virtual IP address. 

C. An actual IP address or an IP address group. 

D. An FQDN or Geographic value(s). 

Correct Answer: BCD 

 

 

QUESTION 2

Which of the following methods can be used to access the CLI? (Select all that apply.) 

A. By using a direct connection to a serial console. 

B. By using the CLI console window in the GUI. 

C. By using an SSH connection. 

D. By using a Telnet connection. 

Correct Answer: ABCD 

 

QUESTION 3

In order to match an identity-based policy, the FortiGate unit checks the IP information. Once inside the policy, the
following logic is followed: 

A. First, a check is performed to determine if the user\\'s login credentials are valid. Next, the user is checked to
determine if they belong to any of the groups defined for that policy. Finally, user restrictions are determined and port,
time, and UTM profiles are applied. 

B. First, user restrictions are determined and port, time, and UTM profiles are applied. Next, a check is performed to
determine if the user\\'s login credentials are valid. Finally, the user is checked to determine if they belong to any of the
groups defined for that policy. 

C. First, the user is checked to determine if they belong to any of the groups defined for that policy. Next, user
restrictions are determined and port, time, and UTM profiles are applied. Finally, a check is performed to determine if
the user\\'s login credentials are valid. 

Correct Answer: A 
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QUESTION 4

A client can establish a secure connection to a corporate network using SSL VPN in tunnel mode. 

Which of the following statements are correct regarding the use of tunnel mode SSL VPN? (Select all that apply.) 

A. Split tunneling can be enabled when using tunnel mode SSL VPN. 

B. Client software is required to be able to use a tunnel mode SSL VPN. 

C. Users attempting to create a tunnel mode SSL VPN connection must be authenticated by at least one SSL VPN
policy. 

D. The source IP address used by the client for the tunnel mode SSL VPN is assigned by the FortiGate unit. 

Correct Answer: ABCD 

 

 

QUESTION 5

Which of the following products provides dedicated hardware to analyze log data from multiple FortiGate devices? 

A. FortiGate device 

B. FortiAnalyzer device 

C. FortiClient device 

D. FortiManager device 

E. FortiMail device 

F. FortiBridge device 

Correct Answer: B 
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