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QUESTION 1

During a security audit which test should result in a source packet failing to reach its intended destination? 

A. A new connection request from the Internet is sent to a host on the company \\'s internal net work 

B. A packet originating from the company\\'s DMZ is sent to a host on the company\\'s internal network 

C. A new connection request from the internet is sent to the company\\'s DNS server 

D. A packet originating from the company\\'s internal network is sent to the company\\'s DNS server 

Correct Answer: A 

 

QUESTION 2

Which of the following is necessary for implementing and automating the Continuous Vulnerability Assessment and
Remediation CIS Control? 

A. Software Whitelisting System 

B. System Configuration Enforcement System 

C. Patch Management System 

D. Penetration Testing System 

Correct Answer: C 

 

QUESTION 3

An organization has implemented a control for Controlled Use of Administrative Privilege. The control requires users to
enter a password from their own user account before being allowed elevated privileges, and that no client applications
(e.g. web browsers, e-mail clients) can be run with elevated privileges. Which of the following actions will validate this
control is implemented properly? 

A. Check the log entries to match privilege use with access from authorized users. 

B. Run a script at intervals to identify processes running with administrative privilege. 

C. Force the root account to only be accessible from the system console. 

Correct Answer: B 

 

QUESTION 4

A global corporation has major data centers in Seattle, New York, London and Tokyo. Which of the following is the
correct approach from an intrusion detection and event correlation perspective? 
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A. Configure all data center systems to use local time 

B. Configure all data center systems to use GMT time 

C. Configure all systems to use their default time settings 

D. Synchronize between Seattle and New York, and use local time for London and Tokyo 

Correct Answer: A 

 

QUESTION 5

An organization has installed a firewall for Boundary Defense. It allows only outbound traffic from internal workstations
for web and SSH, allows connections from the internet to the DMZ, and allows guest wireless access to the internet
only. How can an auditor validate these rules? 

A. Check for packets going from the Internet to the Web server 

B. Try to send email from a wireless guest account 

C. Check for packages going from the web server to the user workstations 

D. Try to access the internal network from the wireless router 
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Correct Answer: D 
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