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QUESTION 1

Which of the following actions will assist an organization specifically with implementing web application software
security? 

A. Making sure that all hosts are patched during regularly scheduled maintenance 

B. Providing end-user security training to both internal staff and vendors 

C. Establishing network activity baselines among public-facing servers 

D. Having a plan to scan vulnerabilities of an application prior to deployment 

Correct Answer: D 

 

QUESTION 2

An organization has implemented a policy to detect and remove malicious software from its network. Which of the
following actions is focused on correcting rather than preventing attack? 

A. Configuring a firewall to only allow communication to whitelisted hosts and ports 

B. Using Network access control to disable communication by hosts with viruses 

C. Disabling autorun features on all workstations on the network 

D. Training users to recognize potential phishing attempts 

Correct Answer: B 

 

QUESTION 3

John is implementing a commercial backup solution for his organization. Which of the following steps should be on the
configuration checklist? 

A. Enable encryption if it \\'s not enabled by default 

B. Disable software-level encryption to increase speed of transfer 

C. Develop a unique encryption scheme 

Correct Answer: A 

 

QUESTION 4

How can the results of automated network configuration scans be used to improve the security of the network? 

A. Reports can be sent to the CIO for performance benchmarks 

GCCC VCE Dumps | GCCC Study Guide | GCCC Braindumps                                2 / 3

https://www.leads4pass.com/gccc.html
https://www.leads4pass.com/gccc.html
https://www.leads4pass.com/gccc.html


https://www.leads4pass.com/gccc.html
2024 Latest leads4pass GCCC PDF and VCE dumps Download

B. Results can be provided to network engineers as actionable feedback 

C. Scanners can correct network configurations issues 

D. Results can be included in audit evidence failures 

Correct Answer: B 

 

QUESTION 5

An attacker is able to successfully access a web application as root using ` or 1 = 1 . as the password. The successful
access indicates a failure of what process? 

A. Input Validation 

B. Output Sanitization 

C. URL Encoding 

D. Account Management 

Correct Answer: A 
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