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QUESTION 1

Which of the following is a requirement in order to implement the principle of least privilege?
A. Mandatory Access Control (MAC)

B. Data normalization

C. Data classification

D. Discretionary Access Control (DAC)

Correct Answer: C

QUESTION 2

Which of the following assigns a number indicating the severity of a discovered software vulnerability?
A. CPE

B. CVE

C.CCE

D. CVSS

Correct Answer: D

QUESTION 3

IDS alerts at Service Industries are received by email. A typical day process over 300 emails with fewer
than 50 requiring action. A recent attack was successful and went unnoticed due to the number of
generated alerts.

What should be done to prevent this from recurring?

A. Tune the IDS rules to decrease false positives.

B. Increase the number of staff responsible for processing IDS alerts.

C. Change the alert method from email to text message.

D. Configure the IDS alerts to only alert on high priority systems.

Correct Answer: A

QUESTION 4
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Executive management approved the storage of sensitive data on smartphones and tablets as long as they were
encrypted. Later a vulnerability was announced at an information security conference that allowed attackers to bypass
the devicell's authentication process, making the data accessible. The smartphone manufacturer said it would take six
months for the vulnerability to be fixed and distributed through the cellular carriers. Four months after the vulnerability
was announced, an employee lost his tablet and the sensitive information became public.

What was the failure that led to the information being lost?

A. There was no risk acceptance review after the risk changed

B. The employees failed to maintain their devices at the most current software version

C. Vulnerability scans were not done to identify the devices that we at risk

D. Management had not insured against the possibility of the information being lost

Correct Answer: A

QUESTION 5

What is the business goal of the Inventory and Control of Software Assets Control?

A. Only authorized software should be installed on the agency \\'s c omput er s ys t ems
B. All software conforms to licensing requirements for the business

C. Accurate software versions are captured to enable patching

D. Accurate software versions and counts are documented for licensing updates

Correct Answer: A
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