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Dragonfly Industries requires firewall rules to go through a change management system before they are configured.
Review the change management log. Which of the following lines in your firewall ruleset has expired and should be
removed from the configuration?

Line |Date

Port

Internal Host(s)

External Host(s)

In/Out/Both Length rule is needed Reason |
1l 1/15/2013 22|8.8.207.97 10.10.12.100 in B weeks software set-up |
MoOSf12/203 FLY Hil]._] F any ol indefinite marketing mail delivery
1 61772013  B080(10.10.12.252 £.8.0.0/24 in [indefinite network backup transfers
w2013 gofany 00000 (412522820 fowt lindefinite [prevent video browsing
s| aaf2014 443110.10.12.17 any in indefinite |enable secure access |

A. access-list outbound permit tcp host 10.1.1.7 any eq smtp

B. access-list outbound deny tcp any host 74.125.228.2 eq www

C. access-list inbound permit tcp 8.8.0.0 0.0.0.255 10.10.12.252 eq 8080

D. access-list inbound permit tcp host 8.8.207.97 host 10.10.12.100 eq ssh

Correct Answer: D

QUESTION 2

What is a recommended defense for the CIS Control for Application Software Security?

A. Keep debugging code in production web applications for quick troubleshooting

B. Limit access to the web application production environment to just the developers

C. Run a dedicated vulnerability scanner against backend databases

D. Display system error messages for only non-kernel related events

Correct Answer: C

QUESTION 3

When evaluating the Wireless Access Control CIS Control, which of the following systems needs to be tested?

A. Log management system

B. 802.1x authentication systems

C. Data classification and access baselines

D. PIl data scanner

Correct Answer: B
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QUESTION 4

An organization is implementing an application software security control their custom-written code that provides
web--based database access to sales partners. Which action will help mitigate the risk of the application being
compromised?

A. Providing the source code for their web application to existing sales partners

B. Identifying high-risk assets that are on the same network as the web application server

C. Creating signatures for their IDS to detect attacks specific to their web application

D. Logging the connection requests to the web application server from outside hosts

Correct Answer: C

QUESTION 5

Which projects enumerates or maps security issues to CVE?
A. SCAP

B. CIS Controls

C. NIST

D. ISO 2700

Correct Answer: A
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