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QUESTION 1

An incident response team investigated a database breach, and determined it was likely the result of an internal user
who had a default password in place. The password was changed. A week later, they discover another loss of database
records. The database admin provides logs that indicate the attack came from the front-end web interface. Where did
the incident response team fail? 

A. They did not eradicate tools left behind by the attacker 

B. They did not properly identify the source of the breach 

C. They did not lock the account after changing the password 

D. They did not patch the database server after the event 

Correct Answer: D 

 

QUESTION 2

Requiring background checks for employees who access protected data is an example of which type of data loss
control? 

A. Mitigation 

B. Prevention 

C. Monitoring 

D. Identification 

Correct Answer: B 

Explanation: Once sensitive data is identified and classified, preventive measures can be taken. Among these are
software-based controls, such as auditing and access control, as well as human controls such as background checks,
psychological examinations, and such. 

 

QUESTION 3

When identifying malware, what is a key difference between a Worm and a Bot? 

A. A Worm gets instructions from an external control channel like an IRC server. 

B. A Worm, unlike a Bot, is installed silently as an add-on to a legitimate program. 

C. A Bot, unlike a Worm, is frequently spread through email attachments. 

D. A Bot gets instructions from an external control channel like an IRC server. 

Correct Answer: D 

 

GCED VCE Dumps | GCED Practice Test | GCED Braindumps                                2 / 5

https://www.lead4pass.com/GCED.html
https://www.lead4pass.com/GCED.html
https://www.lead4pass.com/GCED.html


https://www.lead4pass.com/GCED.html
2023 Latest lead4pass GCED PDF and VCE dumps Download

QUESTION 4

Network administrators are often hesitant to patch the operating systems on CISCO router and switch operating
systems, due to the possibility of causing network instability, mainly because of which of the following? 

A. Having to rebuild all ACLs 

B. Having to replace the kernel 

C. Having to re-IP the device 

D. Having to rebuild ARP tables 

E. Having to rebuild the routing tables 

Correct Answer: B 

Explanation: Many administrators are hesitant to upgrade the IOS on routers based on past experience with the code
introducing instability into the network. It is often difficult to completely test an IOS software upgrade in a production
environment because the monolithic kernel requires that the IOS be replaced before the device can be tested. Because
of these reasons, IOS upgrades to resolve security flaws are often left undone in many organizations. 

 

QUESTION 5

Which action would be the responsibility of the First Responder once arriving at the scene of a suspected incident as
part of a Computer Security Incident Response Plan (CSIRP)? 

A. Making the decision of whether or not to notify law enforcement on behalf of the organization. 

B. Performing timeline creation on the system files in order to identify and remove discovered malware. 

C. Copying critical data from suspected systems to known good systems so productivity is not affected by the
investigation. 

D. Conducting initial interviews and identifying the systems involved in the suspected incident. 

Correct Answer: D 

Explanation: The First Responder plays a critical role in the Incident Response process on the CSIRT 

(Computer Security Incident Response Team). 

Here is a list of some typical responder tasks: 

Make sure that the correct system is identified and photograph the scene, if necessary. 

Conduct an initial interview (not an interrogation) of any witnesses. 

The decision to notify law enforcement requires explicit approval and direction form management and/or 

counsel. While a First Responder may collect initial data while minimally intruding on the system, no major 

changes, or indepth media analysis should be performed by the First Responder when initially responding 

to a suspected incident. 
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