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QUESTION 1

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He has written the following snort signature:

alert top SHOME NET any -= SEXTERNAL MET 25 (msgJe }: be alrr’.".ﬂ:-'-'f'r-'- server,estabbished, content"Content-Thsposon|3A|°, nocase,
perefilenamets™=le™ =\ (T abedebifrmnoprsvwx]) (ald{epljs[d izl ot} e (em 8]} b (lp |saltad jse Tl ] akeew ]|s [zpipdpl
][ e ] o) tgj"rl {er[by .r!.'[_l Tb[es)Mefediwrim [diz]ip(: -.:'.:;!’sit:"njjli;-;i[r '|r= ek bwrslocs)[\w2 a2 Pnics R, classtype .*'-L:jJ:'.:Z-'JS-.'.-'.‘.IFJnr

detect 214 721; rev ;)

Which of the following statements about this snort signature is true?
A. It detects the session splicing IDS evasion attack.

B. It detects AOL IM chat.

C. It detects Yahoo IM chat.

D. It detects the bad file attachments coming to the mail server.

Correct Answer: D

QUESTION 2

You work as a Network Administrator for Tech Perfect Inc. The company has a TCP/IP-based network. A branch office
is connected to the headquarters through a T1 line. Users at the branch office report poor voice quality on the IP phone
while communicating with the headquarters. You find that an application, named WorkReport, at the branch office is
suffocating bandwidth by sending large packets for file synchronization. You need to improve the voice quality on the IP
phone. Which of the following steps will you choose to accomplish this?

A. Configure traffic shaping to increase the time interval for the WorkReport packets.

B. Configure traffic shaping to increase the time interval for the IP phone packets.

C. Configure traffic shaping to reduce bandwidth for the IP phone.

D. Configure traffic shaping to reduce bandwidth for WorkReport.

Correct Answer: D

QUESTION 3

Which of the following wireless security features provides the best wireless security mechanism?
A. WPA

B. WPA with Pre Shared Key

C. WPA with 802.1X authentication
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D. WEP

Correct Answer: C

QUESTION 4

Which of the following Linux file systems is a journaled file system?
A. ext3

B. ext4

C. ext2

D. ext

Correct Answer: A

QUESTION 5

Which of the following conclusions can be drawn from viewing the given output generated by the PING command-line
utility?

C:s>ping 66.111.64.227
Pinging 66.111.64.227 with 32 bytes of data:

Request timed ount.
Request timed ont.

Request timed out.

Request timed ont.

Ping statistics for 66.111.64.227:

Packets: Sent = 4, Received = B, Lost = 4 (iB8@* loss>.
Approximate round tr»ip times in milli-sceconds:

Minimum = Bmz. Maximum = @Ams,. Average = Bms

A. The network bandwidth is heavily utilized.

B. The IP address of the destination computer is not resolved.

C. There is no connectivity between the source and the destination computer.
D. The hub is not working.

Correct Answer: C
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