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QUESTION 1

Adam works as an Incident Handler for Umbrella Inc. His recent actions towards the incident are not up to the standard
norms of the company. He always forgets some steps and procedures while handling responses as they are very hectic 

to perform. 

Which of the following steps should Adam take to overcome this problem with the least administrative effort? 

A. Create incident manual read it every time incident occurs. 

B. Appoint someone else to check the procedures. 

C. Create incident checklists. 

D. Create new sub-team to keep check. 

Correct Answer: C 

 

QUESTION 2

Which of the following is the BEST set of methods one may use to validate a system once operations have been
restored during the Recovery phase of Incident Handling? 

A. Ensure the system boots, verify the applications start, and check network connectivity 

B. Obtain legal sign-off, validate the system recovery, and obtain incident handler sign-off 

C. Monitor syslog activity, create IDS signatures, and review the firewall configuration 

D. Follow test plans, use baseline documentation, and utilize business unit testing 

Correct Answer: D 

Documented test plans, baseline performance or behavior, and business unit testing can be used to validate that a
system is back online and behaving as it should. 

 

QUESTION 3

As indicated in the following image, an analyst runs the dir and more commands. What can the analyst conclude about
Judges.txt? 
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A. The file size is 35 bytes 

B. The file is encoded by Quarterly_Results.txt 

C. It is on a FAT partition 

D. It is an alternate data stream 

Correct Answer: A 

 

QUESTION 4

What command would you issue on a Windows 7 system in order to list the open TCP and UDP ports and connections
to these ports? 

A. Net use /all 

B. Nslookup all 

C. Netshell firewall show config 

D. Netstat -an 

Correct Answer: D 

 

QUESTION 5

Which of the following refers to the exploitation of a valid computer session to gain unauthorized access to information
or services in a computer system? 

A. Piggybacking 

Latest GCIH Dumps | GCIH Study Guide | GCIH Exam Questions                                3 / 4

https://www.leads4pass.com/gcih.html
https://www.leads4pass.com/gcih.html
https://www.leads4pass.com/gcih.html


https://www.leads4pass.com/gcih.html
2024 Latest leads4pass GCIH PDF and VCE dumps Download

B. Hacking 

C. Session hijacking 

D. Keystroke logging 

Correct Answer: C 
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