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QUESTION 1

Which of the following objects in an Active Directory serve as security principles? Each correct answer represents a part
of the solution. Choose all that apply. 

A. User accounts 

B. Organizational units (OUs) 

C. Computer accounts 

D. Groups 

Correct Answer: ACD 

 

QUESTION 2

You work as a Network Security Analyzer. You got a suspicious email while working on a forensic project. 

Now, you want to know the IP address of the sender so that you can analyze various information such as 

the actual location, domain information, operating system being used, contact information, etc. of the email 

sender with the help of various tools and resources. You also want to check whether this email is fake or 

real. You know that analysis of email headers is a good starting point in such cases. 

The email header of the suspicious email is given below: 

What is the IP address of the sender of this email? 

A. 209.191.91.180 
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B. 141.1.1.1 

C. 172.16.10.90 

D. 216.168.54.25 

Correct Answer: D 

 

QUESTION 3

Which of the following is the most secure place to host a server that will be accessed publicly through the Internet? 

A. A DNS Zone 

B. An Intranet 

C. A demilitarized zone (DMZ) 

D. A stub zone 

Correct Answer: C 

 

QUESTION 4

You are hired by Techmart Inc. to upgrade its existing network. You have prepared a case study for planning the
network. 

According to your study, how many domains are required to setup the network of Techmart Inc.? (Click the Exhibit
button on the toolbar to see the case study.) 

A. Two 

B. Four 

C. Three 

D. One 

Correct Answer: D 

 

QUESTION 5

At which OSI layer does UDP operate? 

A. Network layer 

B. Data-link layer 

C. Session layer 

D. Transport layer 
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E. Presentation layer 

Correct Answer: D 
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