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QUESTION 1

You work as a Network Administrator for ABC Inc. The company has a secure wireless network. However, in the last
few days, an attack has been taking place over and over again. This attack is taking advantage of ICMP directed
broadcast. To stop this attack, you need to disable ICMP directed broadcasts. Which of the following attacks is taking
place? 

A. Smurf attack 

B. Sniffer attack 

C. Cryptographic attack 

D. FMS attack 

Correct Answer: A 

 

QUESTION 2

Which of the following statements are true about Dsniff? Each correct answer represents a complete solution. Choose
two. 

A. It is a virus. 

B. It contains Trojans. 

C. It is antivirus. 

D. It is a collection of various hacking tools. 

Correct Answer: BD 

 

QUESTION 3

You work as a Software Developer for uCertify Inc. You have developed a Data Access Logic (DAL) component that will
be part of a distributed application. You are conducting integration testing with other components of the distributed
application. Which of the following types of testing methods will you need to perform to identify potential security-related
issues? Each correct answer represents a part of the solution. Choose two. 

A. Unit testing 

B. Stress testing 

C. Load testing 

D. Black box testing 

E. White box testing 

Correct Answer: DE 
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QUESTION 4

You are a Consumer Support Technician. You are helping a user troubleshoot computer-related issues. 

While troubleshooting the user\\'s computer, you find a malicious program similar to a virus or worm. The program
negatively affects the privacy and security of the computer and is capable of damaging the computer. Which of the
following alert levels of Windows Defender is set for this program? 

A. Low 

B. High 

C. Severe 

D. Medium 

Correct Answer: C 

 

QUESTION 5

Which of the following refers to the emulation of the identity of a network computer by an attacking computer? 

A. Spoofing 

B. PING attack 

C. Hacking 

D. SYN attack 

Correct Answer: A 
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