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QUESTION 1

Which U.S. government agency is responsible for establishing standards concerning cryptography for nonmilitary use? 

A. American Bankers Association 

B. Central Security Service (CSS) 

C. National Institute of Standards and Technology (NIST) 

D. International Telecommunications Union 

E. Request for Comments (RFC) 

F. National Security Agency (NSA) 

Correct Answer: C 

 

QUESTION 2

Which of the following encryption techniques does digital signatures use? 

A. MD5 

B. RSA 

C. IDEA 

D. Blowfish 

Correct Answer: C 

 

QUESTION 3

You are the project manager for TTX project. You have to procure some electronics gadgets for the project. A relative of
yours is in the retail business of those gadgets. He approaches you for your favor to get the order. This is the situation
of ____. 

A. Bribery 

B. Irresponsible practice 

C. Illegal practice 

D. Conflict of interest 

Correct Answer: D 

 

QUESTION 4
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You are concerned about an attacker being able to get into your network. You want to make sure that you are informed
of any network activity that is outside normal parameters. What is the best way to do this? 

A. Utilize protocol analyzers. 

B. User performance monitors. 

C. Implement signature based antivirus. 

D. Implement an anomaly based IDS. 

Correct Answer: D 

 

QUESTION 5

Which of the following protocols is used to prevent switching loops in networks with redundant switched paths? 

A. Cisco Discovery Protocol (CDP) 

B. Spanning Tree Protocol (STP) 

C. File Transfer Protocol (FTP) 

D. VLAN Trunking Protocol (VTP) 

Correct Answer: B 
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