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QUESTION 1

What happens when you scan a broadcast IP address of a network?

Each correct answer represents a complete solution. Choose all that apply.

A. It may show smurf DoS attack in the network IDS of the victim.

B. It leads to scanning of all the IP addresses on that subnet at the same time.
C. It will show an error in the scanning process.

D. Scanning of the broadcast IP address cannot be performed.

Correct Answer: AB

QUESTION 2

Which of the following tools can be used as a Linux vulnerability scanner that is capable of identifying operating systems
and network services? Each correct answer represents a complete solution. Choose all that apply.

A. Cheops

B. Fport

C. Elsave

D. Cheops-ng

Correct Answer: AD

QUESTION 3

Which of the following techniques are NOT used to perform active OS fingerprinting? Each correct answer represents a
complete solution. Choose all that apply.

A. ICMP error message quoting

B. Analyzing email headers

C. Sniffing and analyzing packets

D. Sending FIN packets to open ports on the remote system

Correct Answer: BC

QUESTION 4

Which of the following ports must you filter to check null sessions on your network?
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A. 139 and 445
B. 111 and 222
C. 1234 and 300
D. 130 and 200

Correct Answer: A

QUESTION 5

You are concerned about rogue wireless access points being connected to your network. What is the best way to detect
and prevent these?

A. Site surveys

B. Protocol analyzers

C. Network anti-spyware software
D. Network anti-virus software

Correct Answer: A
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