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QUESTION 1
John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. He successfully performs a brute force attack on the We-are-secure server. Now, he suggests some

countermeasures to avoid such brute force attacks on the We-aresecure server. Which of the following are
countermeasures against a brute force attack? Each correct answer represents a complete solution. Choose all that

apply.

A. The site should use CAPTCHA after a specific number of failed login attempts.
B. The site should restrict the number of login attempts to only three times.

C. The site should force its users to change their passwords from time to time.

D. The site should increase the encryption key length of the password.

Correct Answer: AB

QUESTION 2

Which of the following federal laws are related to hacking activities? Each correct answer represents a complete
solution. Choose three.

A.18 U.S.C. 1030
B. 18 U.S.C. 1028
C.18 U.S.C. 2510
D.18 U.S.C. 1029

Correct Answer: ACD

QUESTION 3
Fill in the blank with the appropriate tool.

scans IP networks for NetBIOS name information and works in the same manner as nbtstat, but it operates on a
range of addresses instead of just one.

A. NBTscan

Correct Answer: A

QUESTION 4

Which of the following event logs contains traces of brute force attempts performed by an attacker?
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A. SysEvent.Evt
B. WinEvent.Evt
C. AppEvent.Evt
D. SecEvent.Evt

Correct Answer: D

QUESTION 5

Which of the following tools can be used for session splicing attacks?
A. ADMutate

B. APNIC

C. Whisker

D. ARIN

Correct Answer: C
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