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QUESTION 1

What is the motivation behind SYN/FIN scanning? 

A. The SYN/FIN combination is useful for signaling to certain Trojans. 

B. SYN/FIN packets are commonly used to launch denial of service attacks against BSD hosts. 

C. The crafted SYN/FIN packet sometimes gets past firewalls and filtering routers. 

D. A SYN/FIN packet is used in session hijacking to take over a session. 

Correct Answer: B 

 

QUESTION 2

You are responsible for a Microsoft based network. Your servers are all clustered. Which of the following are the likely
reasons for the clustering? Each correct answer represents a complete solution. Choose two. 

A. Reduce power consumption 

B. Ease of maintenance 

C. Load balancing 

D. Failover 

Correct Answer: CD 

 

QUESTION 3

What are the two actions the receiver of a PGP email message can perform that allows establishment of trust between
sender and receiver? 

A. Decode the message by decrypting the asymmetric key with his private key, then using the asymmetric key to
decrypt the message. 

B. Decode the message by decrypting the symmetric key with his private key, then using the symmetric key to decrypt
the message. 

C. Decode the message by decrypting the symmetric key with his public key, then using the symmetric key to decrypt
the message. 

D. Decrypt the message by encrypting the digital signature with his private key, then using the digital signature to
decrypt the message. 

Correct Answer: A 

 

QUESTION 4
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You are examining an IP packet with a header of 40 bytes in length and the value at byte 0 of the packet header is 6.
Which of the following describes this packet? 

A. This is an IPv4 packet; the protocol encapsulated in the payload is unspecified. 

B. This is an IPv4 packet with a TCP payload. 

C. This is an IPv6 packet; the protocol encapsulated in the payload is unspecified. 

D. This is an IPv6 packet with a TCP payload. 

Correct Answer: C 

 

QUESTION 5

John works as a professional Ethical Hacker. He is assigned a project to test the security of www.we- aresecure.com.
He installs a rootkit on the Linux server of the We-are-secure network. Which of the following 

statements are true about rootkits? 

Each correct answer represents a complete solution. Choose all that apply. 

A. They allow an attacker to conduct a buffer overflow. 

B. They allow an attacker to set a Trojan in the operating system and thus open a backdoor for anytime access. 

C. They allow an attacker to replace utility programs that can be used to detect the attacker\\'s activity. 

D. They allow an attacker to run packet sniffers secretly to capture passwords. 

Correct Answer: BCD 
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