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QUESTION 1

Where are guest user accounts stored?
A. Active Directory

B. Local User Repository

C. Local user database

D. Guest User Repository

E. Onboard Repository

Correct Answer: D

QUESTION 2

Select three elements that are part of the authorization process. (Choose three.)
A. Send a RADIUS accept to the Access device.

B. Verify client credentials against your account.

C. Determine posture status.

D. Validate the user account attributes.

E. Filter by endpoint device type.

Correct Answer. ABD

QUESTION 3

Refer to the exhibit.

Sernvice Templates — Guest Access
General Wireless Network Settings Posture SettingsBlel Ca 8. ms Col s ialnile 1

Enable the days on which the guest users are allowed network access; entzr the maximum bandwidth allowed per user

Deys g fossooess’: Morday Tuesday  Wednesday Thursday Friday  Saturday Sunday
Maximum bandwidth allowed per user™ 0 MB s ——
Back to Start Here Delete | Next | NRTEETTaIS

What needs to be configured for ClearPass to enforce a bandwidth limit on the Guest Network? (Choose two.)
A. Enable Active Sessions in ClearPass Guest

B. Configure Interim Accounting on the Network Access Device
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C. Make sure that Endpoint Profiling is configured
D. Enable Logging of Accounting Interim-Update packets
E. Configure a ClearPass server for Insight Master

Correct Answer: CD

QUESTION 4

Which additional service must be added to a ClearPass server to use the OnGuard Agent health checks for 802.1x
authentication?

A. HTTP Posture Service

B. 802.1x Authentication

C. 802.1x Posture Service

D. 802.1x Enforcement policy

E. WebAuth Service

Correct Answer: E

Reference:

http://community.arubanetworks.com/t5/Security/Clearpass-Onguard-implementation-and- documentation/

td-p/121057

QUESTION 5

Which options support DHCP profiling for devices in a network? (Choose two.)

A. configuring ClearPass as a DHCP relay for the client

B. enabling the DHCP server to profile endpoints and forward meta-data to ClearPass

C. enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass

D. enabling the DHCP server to forward DHCP traffic to ClearPass

E. DHCP profiling is enabled on ClearPass by default; configuration of the network access devices is not necessary

Correct Answer: AC
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