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QUESTION 1

Which options support DHCP profiling for devices in a network? (Choose two.) 

A. configuring ClearPass as a DHCP relay for the client 

B. enabling the DHCP server to profile endpoints and forward meta-data to ClearPass 

C. enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass 

D. enabling the DHCP server to forward DHCP traffic to ClearPass 

E. DHCP profiling is enabled on ClearPass by default; configuration of the network access devices is not necessary 

Correct Answer: AC 

 

QUESTION 2

When Active Directory is added as an authentication source, what should the format be for the Active Directory bin DN? 

A. admin.domain.com 

B. domain.com\admin 

C. domain.com 

D. admin@domain.com 

E. admin\domain.com 

Correct Answer: D 

 

QUESTION 3

What happens when a client successfully authenticates but does not match any Enforcement Policy rules? 

A. no role is applied to the device 

B. logon profile is applied to the device 

C. default Enforcement profile is applied 

D. guest rule is applied to the device 

E. default rule is applied to the device 

Correct Answer: C 

 

QUESTION 4
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Which agents are valid Posture agents used by the ClearPass Policy Manager? (Select three.) 

A. OnGuard persistent agent 

B. Microsoft AD 

C. OnGuard dissolvable agent 

D. Cisco Trust Agent 

E. Microsoft NAP 

Correct Answer: ACE 

 

QUESTION 5

When enforcement action is used in ClearPass to bounce a client? 

A. Webpage redirect 

B. ACL 

C. VLAN attribute 

D. RADIUS VSA 

E. RADIUS CoA 

Correct Answer: E 

In the Profiler tab, change the RADIUS CoA Action to "[Cisco - Bounce-Host-Port]". Make sure your switch is configured
for this. 

Reference: http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/td- p/243252 
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