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QUESTION 1

Refer to the exhibit.

Customize Self-Registration

Login
Ciptions controling logging in for self-registered guests.
Enabled: Enable guest Io-gin to a Network Access Server
# | Aruba Networks

Vendor Settings: j
St o predetined group of setting uitalbde for standard nelwork conficuration:

;Contrnller-initial:ed — Guest browser performs HTTP form submit
Login Mathod: <glect how the usors i .

server- initiated kogins reguire the user's MAC addreas to be avallable, usually from the captive p

networs login will be vandla:

icaptiveportal-login.testsite.com

Enter the IP address or hoastname of the vendor's product hera

* IP Address:

Send cleartext passwords over HT TP

Secure Login: -

elect a security option to apply o the web login procass

[0 The controller will send tha IP to submit credentials
Dynamic Addrass: In mulll-controller deployvmeants, It = often reguired to post oredentials to diferent addresses, mra

he address above will be used whoenevyor the parameter isc not avallable or &Blls the reqguirerment

| Do not check — login will always be permitted
Security Hash: salect the level of checking to apply to URL parameters passad to the web logi

Use this

option to detect when URL parameters have bean modified by the wse

Default Destination
Based on the self-registration customization, which statements are true? (Choose two.)
A. The client\\'s browser will submit the credentials in plain text to the controllers.
B. The user will automatically be logged in when they submit the self-registration form.
C. The HTTPS certificate on ClearPass has been changed to a wildcard certificate.
D. The client\\'s browser will submit the credentials encrypted, but over HTTP.
E. The user will have to press the logon button to submit the credentials to the controller.

Correct Answer: AB

QUESTION 2

When Active Directory is added as an authentication source, what should the format be for the Active Directory bin DN?
A. admin.domain.com

B. domain.com\admin

C. domain.com

D. admin@domain.com

E. admin\domain.com
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Correct Answer: D

QUESTION 3

Refer to the exhibit.

Authentication Sources — remotelab AD
Summary General Primary [JUGTEH |

Baad Configure Filter
LA ETTE G Attributes  Browse  Filter

Filter Name: Authentication
Filter Query: (&{sAMAccountName="%(Authentication.Username]}{objectClass=user))
Name Alias Name Data type Enabled

14 dn UserDn String '

2. depariment Department String Role |
aie O fitle Title String Attribute
s w 4 company company String

5 memberOf memberOf - ‘String. ‘IRole ]

Exhibit:-BCCRET—2682
An administrator has enabled “department\\' and ‘memberOf\\' as roles. Which effect will this have on Enforcement?

A. The user\\'s memberOf attribute is sent back to the controller as a firewall role.

B. The user\\'s authentication will be rejected if the user does not have a department attribute in AD.

C. The user\\'s department and group membership must be included in role mapping rules.

D. The user\\'s department and group membership will be available as roles for evaluation by the enforcement policy.

Correct Answer: C

QUESTION 4

In Guest authentication without MAC caching, which statements are true? (Choose two.)

A. When the client disconnects from the network, the user will NOT be asked to login when the client reconnects.
B. The endpoint can be mapped to the correct Guest account for auditing.

C. When the guest logs in, the system will remember the client as a guest for the next login.

D. When the client disconnects from the network, the user will be asked to login when the client reconnects.

E. When the User logs into the Guest network, the endpoint will be marked as status = "known"

Correct Answer: BD

QUESTION 5
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ClearPass Onboard can be configured for which three types of security? (Choose three.)
A. SSL-VPN

B. EAP-RADIUS

C. EAP-TLS

D. EAP-PEAP

E. Personal PSK

Correct Answer: BCD
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