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QUESTION 1

The Board of Directors of an organization is accountable for obtaining adequate assurance. Who should be responsible
for coordinating the information security awareness campaigns? 

A. The Board of Directors 

B. The operational manager 

C. The security manager 

D. The user 

Correct Answer: C 

 

QUESTION 2

A company\\'s webshop offers prospects and customers the possibility to search the catalog and place orders around
the clock. In order to satisfy the needs of both customer and business several requirements have to be met. One of the
criteria is data classification. 

What is the most important classification aspect of the unit price of an object in a 24h webshop? 

A. Confidentiality 

B. Integrity 

C. Availability 

Correct Answer: C 

 

QUESTION 3

Recovery Time Objective (RTO) and Recovery Point Objective (RPO) are key terms in business continuity management
(BCM). Reducing loss of data is one of the focus areas of a BCM policy. 

What requirement is in the data recovery policy to realize minimal data loss? 

A. Maximize RPO 

B. Reduce RPO 

C. Reduce RTO 

D. Reduce the time between RTO and RPO 

Correct Answer: B 

 

QUESTION 4
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Zoning is a security control to separate physical areas with different security levels. Zones with higher security levels
can be secured by more controls. The facility manager of a conference center is responsible for security. 

What combination of business functions should be combined into one security zone? 

A. Boardroom and general office space 

B. Computer room and storage facility 

C. Lobby and public restaurant 

D. Meeting rooms and Human Resource rooms 

Correct Answer: C 

 

QUESTION 5

An information security officer is asked to write a retention policy for a financial system. She is aware of the fact that
some data must be kept for a long time and other data must be deleted. 

Where should she look for guidelines first? 

A. In company policies 

B. In finance management procedures 

C. In legislation 

Correct Answer: C 
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