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QUESTION 1

A company\\'s webshop offers prospects and customers the possibility to search the catalog and place orders around
the clock. In order to satisfy the needs of both customer and business several requirements have to be met. One of the
criteria is data classification. 

What is the most important classification aspect of the unit price of an object in a 24h webshop? 

A. Confidentiality 

B. Integrity 

C. Availability 

Correct Answer: C 

 

QUESTION 2

What is the main reason to use a firewall to separate two parts of your internal network? 

A. To control traffic intensity between two network segments 

B. To decrease network loads 

C. To enable the installation of an Intrusion Detection System 

D. To separate areas with different confidentiality requirements 

Correct Answer: D 

 

QUESTION 3

The Board of Directors of an organization is accountable for obtaining adequate assurance. Who should be responsible
for coordinating the information security awareness campaigns? 

A. The Board of Directors 

B. The operational manager 

C. The security manager 

D. The user 

Correct Answer: C 

 

QUESTION 4

The handling of security incidents is done by the incident management process under guidelines of information security
management. These guidelines call for several types of mitigation plans. 
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Which mitigation plan covers short-term recovery after a security incident has occurred? 

A. The Business Continuity Plan (BCP) 

B. The disaster recovery plan 

C. The incident response plan 

D. The risk treatment plan 

Correct Answer: C 

 

QUESTION 5

A security architect argues with the internal fire prevention team about the statement in the information 

security policy, that doors to confidential areas should be locked at all times. 

The emergency response team wants to access to those areas in case of fire. 

What is the best solution to this dilemma? 

A. The security architect will be informed when there is a fire. 

B. The doors should stay closed in case of fire to prevent access to confidential areas. 

C. The doors will automatically open in case of fire. 

Correct Answer: C 
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