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QUESTION 1

You apply for a position in another company and get the job. Along with your contract, you are asked to sign a code of
conduct. What is a code of conduct?

A. A code of conduct specifies how employees are expected to conduct themselves and is the same for all companies.
B. A code of conduct is a standard part of a labor contract.

C. A code of conduct differs from company to company and specifies, among other things, the rules of behavior with
regard to the usage of information systems.

Correct Answer: C

QUESTION 2

You have just started working at a large organization. You have been asked to sign a code of conduct as well as a
contract. What does the organization wish to achieve with this?

A. A code of conduct helps to prevent the misuse of IT facilities.

B. A code of conduct is a legal obligation that organizations have to meet.

C. A code of conduct prevents a virus outbreak.

D. A code of conduct gives staff guidance on how to report suspected misuses of IT facilities.

Correct Answer: A

QUESTION 3

What do employees need to know to report a security incident?

A. How to report an incident and to whom.

B. Whether the incident has occurred before and what was the resulting damage.

C. The measures that should have been taken to prevent the incident in the first place.
D. Who is responsible for the incident and whether it was intentional.

Correct Answer: A

QUESTION 4

It is allowed that employees and contractors are provided with an anonymous reporting channel to report violations of
information security policies or procedures ("whistle blowing")

A. True
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B. False

Correct Answer: A

QUESTION 5

Susan sends an email to Paul. Who determines the meaning and the value of information in this email?
A. Paul, the recipient of the information.

B. Paul and Susan, the sender and the recipient of the information.

C. Susan, the sender of the information.

Correct Answer: A
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