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QUESTION 1

Does the security have the right to ask you to display your ID badges and check your bags? 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 2

You receive an E-mail from some unknown person claiming to be representative of your bank and asking for your
account number and password so that they can fix your account. Such an attempt of social engineering is called 

A. Shoulder Surfing 

B. Mountaineering 

C. Phishing 

D. Spoofing 

Correct Answer: C 

 

QUESTION 3

An employee caught temporarily storing an MP3 file in his workstation will not receive an IR. 

A. True B. False 

Correct Answer: B 

 

QUESTION 4

As a new member of the IT department you have noticed that confidential information has been leaked several times.
This may damage the reputation of the company. You have been asked to propose an organisational measure to
protect laptop computers. What is the first step in a structured approach to come up with this measure? 

A. Appoint security staff 

B. Encrypt all sensitive information 

C. Formulate a policy 

D. Set up an access control procedure 

Correct Answer: C 
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QUESTION 5

What type of system ensures a coherent Information Security organisation? 

A. Federal Information Security Management Act (FISMA) 

B. Information Technology Service Management System (ITSM) 

C. Information Security Management System (ISMS) 

D. Information Exchange Data System (IEDS) 

Correct Answer: C 
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