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QUESTION 1

In the event of an Information security incident, system users\\' roles and responsibilities are to be observed, except: 

A. Report suspected or known incidents upon discovery through the Servicedesk 

B. Preserve evidence if necessary 

C. Cooperate with investigative personnel during investigation if needed 

D. Make the information security incident details known to all employees 

Correct Answer: D 

 

QUESTION 2

A fire breaks out in a branch office of a health insurance company. The personnel are transferred to neighboring
branches to continue their work. 

Where in the incident cycle is moving to a stand-by arrangements found? 

A. between threat and incident 

B. between recovery and threat 

C. between damage and recovery 

D. between incident and damage 

Correct Answer: D 

 

QUESTION 3

Access Control System, CCTV and security guards are form of: 

A. Environment Security 

B. Access Control 

C. Physical Security 

D. Compliance 

Correct Answer: C 

 

QUESTION 4

There was a fire in a branch of the company Midwest Insurance. The fire department quickly arrived at the scene and
could extinguish the fire before it spread and burned down the entire premises. The server, however, was destroyed in
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the fire. The backup tapes kept in another room had melted and many other documents were lost for good. 

What is an example of the indirect damage caused by this fire? 

A. Melted backup tapes 

B. Burned computer systems 

C. Burned documents 

D. Water damage due to the fire extinguishers 

Correct Answer: D 

 

QUESTION 5

A scenario wherein the city or location where the building(s) reside is / are not accessible. 

A. Component 

B. Facility 

C. City 

D. Country 

Correct Answer: C 
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