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QUESTION 1

A software company has completed a security assessment. The assessment states that the company should implement
fencing and lighting around the property. Additionally, the assessment states that production releases of their software
should be digitally signed. Given the recommendations, the company was deficient in which of the following core
security areas? (Select TWO). 

A. Fault tolerance 

B. Encryption 

C. Availability 

D. Integrity 

E. Safety 

F. Confidentiality 

Correct Answer: DE 

Aspects such as fencing, proper lighting, locks, CCTV, Escape plans Drills, escape routes and testing controls form part
of safety controls. Integrity refers to aspects such as hashing, digital signatures, certificates and non-repudiation all of
which has to do with data integrity. 

Incorrect Answers: 

A: Fault tolerance refers to the availability of resources to the users in the company in the event of a failure of any of
those resources. 

B: Encryption is a method of ensuring the confidentiality of data. 

C: Availability is all about making sure that the data and systems are available for authorized users. 

F: Confidentiality means preventing unauthorized users from accessing data. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
401, 414 

 

QUESTION 2

Which of the following attacks involves the use of previously captured network traffic? 

A. Replay 

B. Smurf 

C. Vishing 

D. DDoS 
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Correct Answer: A 

 

QUESTION 3

A system administrator wants to confidentially send a user name and password list to an individual outside the company
without the information being detected by security controls. Which of the following would BEST meet this security goal? 

A. Digital signatures 

B. Hashing 

C. Full-disk encryption 

D. Steganography 

Correct Answer: D 

 

QUESTION 4

A malicious person gained access to a datacenter by ripping the proximity badge reader off the wall near the datacenter
entrance. This caused the electronic locks on the datacenter door to release because the: 

A. badge reader was improperly installed. 

B. system was designed to fail open for life-safety. 

C. system was installed in a fail closed configuration. 

D. system used magnetic locks and the locks became demagnetized. 

Correct Answer: B 

It describes a design the lock to fail open for life safety, causing the door to stay open when power is lost - in this case
the proximity badge reader was ripped off the wall. 

Incorrect Answers: 

A: Upon use of the proximity reader and granting access to the room it can be assumed that installation was correct. 

C: A fail-close design will keep the lock engaged. 

D: The question mentions that the proximity reader was ripped off the entrance wall and not magnetic locks that became
demagnetized. 

References: 

http://www.nortechcontrol.com/access-control/what-is-access-control/access-control-in- education/what-are-proximity-
readers.aspx Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex,
Indianapolis, 

2014, p 367 http://en.wikipedia.org/wiki/Fail-safe 
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QUESTION 5

A victim is logged onto a popular home router forum site in order to troubleshoot some router configuration issues. The
router is a fairly standard configuration and has an IP address of 192.168.1.1. The victim is logged into their router
administrative interface in one tab and clicks a forum link in another tab. Due to clicking the forum link, the home router
reboots. Which of the following attacks MOST likely occurred? 

A. Brute force password attack 

B. Cross-site request forgery 

C. Cross-site scripting 

D. Fuzzing 

Correct Answer: B 

Cross-Site Request Forgery--also known as XSRF, session riding, and one-click attack-- involves unauthorized
commands coming from a trusted user to the website. This is often done without the user\\'s knowledge, and it employs
some type of social networking to pull it off. For example, assume that Evan and Spencer are chatting through
Facebook. Spencer sends Evan a link to what he purports is a funny video that will crack him up. Evan clicks the link,
but it actually brings up Evan\\'s bank account information in another browser tab, takes a screenshot of it, closes the
tab, and sends the information to Spencer. The reason the attack is possible is because Evan is a trusted user with his
own bank. In order for it to work, Evan would need to have recently accessed that bank\\'s website and have a cookie
that had yet to expire. The best protection against cross-site scripting is to disable the running of scripts (and browser
profi les). Incorrect Answers: A: A Brute Force attack is usually carried out by software that attempts to guess a
password by sending multiple authentication requests will different passwords until authentication is successful. This is
not what is described in this question. Therefore, this answer is incorrect. 

C: Cross-site scripting (XSS) is a type of computer security vulnerability typically found in Web applications. XSS
enables attackers to inject client-side script into Web pages viewed by other users. Cross-site scripting uses known
vulnerabilities in web-based applications, their servers, or plug- in systems on which they rely. Exploiting one of these,
attackers fold malicious content into the content being delivered from the compromised site. When the resulting
combined content arrives at the client-side web browser, it has all been delivered from the trusted source, and thus
operates under the permissions granted to that system. By finding ways of injecting malicious scripts into web pages, an
attacker can gain elevated access-privileges to sensitive page content, session cookies, and a variety of other
information maintained by the browser on behalf of the user. Unlike cross-site scripting (XSS), which exploits the trust a
user has for a particular site, Cross- Site Request Forgery exploits the trust that a site has in a user\\'s browser.
Therefore, this answer is incorrect. 

D: Fuzz testing or fuzzing is a software testing technique used to discover coding errors and security loopholes in
software, operating systems or networks by inputting massive amounts of random data, called fuzz, to the system in an
attempt to make it crash. If a vulnerability is found, a tool called a fuzz tester (or fuzzer), indicates potential causes. Fuzz
testing was originally developed by Barton Miller at the University of Wisconsin in 1989. This is not what is described in
this question. Therefore, this answer is incorrect. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 335
http://searchsecurity.techtarget.com/definition/fuzz-testing 
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